
If you are having trouble reading this email, read the online version.  

 

  

 

Optiv Advisor  

January 2017  

 

 

At a Glance:  

 Top of Mind Stories 

 Upcoming Optiv Events 

 Spotlight: Exclusive Content 

 Optiv in the News 

 Client Success Stories 

 We’re Always Learning  

 

 

 

 

2017 Top 10 Emerging Threats: Number 9 – Cloud 

Security  

The challenge to secure the cloud continues to grow as 

adoption increases. In the past, organizations may have 

focused on speed and availability, but security must now 

be the top priority. Channelnomics recommends 

organizations backtrack to ensure security and maintain 

confidence in their program. Find out how.  
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10 Security Trends to Watch in 2017  

It’s the beginning of a new year, a time to set priorities for 

2017. ITProPortal compiled a list of 2017’s top 10 security 

trends, which include dedicated attacks on home smart 

technology, credential theft, cloud computing attacks and 

ransomware. What made number one?  
  

  

 

 

Ransomware, DDoS Now Top Threats as Hackers 

Look for Big Paydays  

Did you know that ransomware attacks on enterprise 

systems grew from 25 percent of attacks in 2015 to 41 

percent in 2016? With profit being the primary motivation 

behind these attacks, how can your organization avoid 

being the next target?  
  

  

 

 

National Data Privacy Day is January 28: What Data 

Habits Would You Consider Changing? 

National Data Privacy Day on January 28 is part of an 

ongoing effort by the National Cyber Security Alliance 

(NCSA) to bring security awareness and education to 

consumers. This year, consider these tips to protect your 

data:  

 Personal and corporate information is like money. 

Value it. Protect it. 

 Your reputation is important to maintain. Share with 

care. What you post is for perpetuity. 

 Limit how and who you share information with. Set 

privacy and security settings to minimize access to 

data and your devices.  
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Visit us at Booth #S1127 in the South Exhibit Hall at RSA in San Francisco, 

Feb. 13-17, 2017. Meet the Optiv team and learn more about how our solutions 

can help your organization in 2017 and beyond. While you’re there, register for 

Where We’ll Be  

 

 

http://app.intouch.optiv.com/e/er?s=804435443&lid=2800&elqTrackId=5cbaa70efb78481a82201189f5984bf3&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2799&elqTrackId=d5e997c863154975a9791b7aa9a5d5d9&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2798&elqTrackId=5e305cfa343641fc992a1245245d8d0c&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2798&elqTrackId=5e305cfa343641fc992a1245245d8d0c&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2798&elqTrackId=1fcefdebd64e452f899ae5bc66eea5c6&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2798&elqTrackId=1fcefdebd64e452f899ae5bc66eea5c6&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2797&elqTrackId=cea231f2f0c0432eb16cc7875856d067&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2797&elqTrackId=cea231f2f0c0432eb16cc7875856d067&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2796&elqTrackId=8afcec698963472db3e69efb345da1ba&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2795&elqTrackId=68880cebca00477490d103068a9f969f&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1


our Thirsty Bear Party on Tuesday, Feb. 14 from 5:00 – 9:00 p.m. at Thirsty 

Bear Brewery. And don’t miss these informative presentations!  

 Security in the Cloud: Evolution or Revolution? With JD Sherry, vice 

president of cloud security and strategy; Feb. 13 at the Cloud Security 

Alliance Summit  

 To Source or Not to Source? Is that Really the Question? Featuring 

Kevin Fuller, executive director, strategic deal center; Feb. 16 from 

10:30 a.m. - 11:15 a.m., Marriot Marquis, Nob Hill A 
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Exclusive Content – How 
Secure is Your 
Organization? 46 
Questions Every CISO 
Must Answer Now  
The work of a CISO is never 

easy, nor is it ever complete. 

We've compiled a list of 46 

questions every CISO should 

answer, covering everything 

from business strategy and 

infrastructure to culture and 

global, social and political 

forces. Check out this 

infographic, exclusive to 

Optiv Advisor subscribers, to 

assess your security program 

in a rapidly evolving threat 

landscape.  
 

  

  

Blog Series – Top 20 CIS Critical Security Controls (CSC) 
Through the Eyes of a Hacker: Un-hackable may be unrealistic, but you 

can make it harder. Get a hacker’s inside view of the top 20 Critical Security 

Controls (CSC) from the Center for Internet Security (CIS) so you can learn to 

mitigate some of the risk you face from known attack vectors. Start at the 

beginning—you won’t want to miss any of this information.  
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We’re expanding our capabilities so that we can bring you all the people, 

process and technologies you need.  

 November 2016 – Optiv Security Accepts Invitation to Join Cloud 

Security Alliance as Executive Member  

 November 2016 – Optiv Security Announces Next Generation of Third-

Party Risk Management Platform Evantix 

 January 2017 - Optiv Security Announces New Cyber Threat 

Intelligence-as-a-Service to Help Organizations Build Advanced 

“Beyond-the-Perimeter” Capability 
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Mobile Application Company Solves Complex Security 
Challenges  
When a mobile application company released a successful new game, they 

experienced unexpected security challenges. Due to the game’s popularity, 

hackers were attacking vulnerabilities that cheated and devalued the game 

economy. Check out this client spotlight and infographic to learn how Optiv 

performed a successful application security assessment to greatly improve 

security.  
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Optiv employees share their 

cyber security industry 

recommendations. 

 

Meet John Turner, a member 

of our cloud security team at 

Optiv. 

 

Connect with John on LinkedIn! 

  

 

 

  

John Turner is the director of cloud security enablement at Optiv. John’s team 

of modern superhero cloud architects is responsible for ensuring the success 

of integrated delivery of cloud security solutions. John got into the cloud game 

early and brings his first-hand experiences of moving organizations to the cloud 

to Optiv clients. In his spare time, John enjoys teaching his kids the joys of 3D 

printing and coding, and watching British TV shows such as The IT Crowd and 

Sherlock and Youtubers like Cody’s Lab and The King of Random. Over his 

two decades of leadership and operational IT experience, John has an exciting 

list of cyber security recommendations:  

 

The Top 13: 

 Brakeing Down Security, with Bryan Brake, Brian Boettcher and 

Amanda Berlin [podcast]  

 Security Mom, by Juliette Kayyem [podcast] 

 2 Minute Cyber Security Briefing, with Scott Schober [podcast] 

 Down the Security Rabbithole, by Optiv’s own Rafal Los [podcast 

 Securosis [blog] 

We’re Always Learning  

 

 

http://app.intouch.optiv.com/e/er?s=804435443&lid=2788&elqTrackId=d58d704683024040a4339040c3074c2d&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2787&elqTrackId=ec13a35223314148921db799f134a50a&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2786&elqTrackId=b74a0e58a0d64bd9a9e3dc1f04e96b8f&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2785&elqTrackId=809636a1ea8c408a9fa00a5d83e4c453&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2784&elqTrackId=33d54b7c0014418984a5252fbca2c1e0&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2783&elqTrackId=daa60c133f0d4639a001aeb5366462f5&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2782&elqTrackId=8358b5a517324350b5be795b1241c4ac&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2153&elqTrackId=67e6dc0b4f9d4d8badb458889ee2353b&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2788&elqTrackId=e8d1c0bc74894c579436020a484204a1&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1


 Cloud Security and Privacy: An Enterprise Perspective on Risks and 

Compliance, by Tim Mather, Subra Kumaraswamy and Shahed Latif 

[book] 

 CSA Guide to Cloud Computing, by Raj Samani, Brian Honan and Jim 

Reavis [book]  

 Value as a Service: Embracing the Coming Disruption, by Rob 

Bernshteyn [book] 

 Crossing the Chasm: Marketing and Selling Disruptive Products to 

Mainstream Customers, by Geoffrey A. Moore [book]) 

 Leaders Eat Last: Why Some Teams Pull Together and Others Don’t, 

by Simon Sinek [book] 

 Neuromancer, by William Gibson [book] 

 Ghost in the Wires: My Adventures as the World’s Most Wanted 

Hacker, by Kevin Mitnick [book] 

 Information about John Draper, aka Captain Crunch, the legendary 

"Phone Phreak" 

Return to Top  

 

 

 

 

.www.optiv.comExplore more at  
 

Have feedback or topics you’d like us to cover in the next issue? 
 OptivAdvisor@optiv.comSend your ideas to  

 

 
 

Copyright © 2017. Optiv Security Inc. All Rights Reserved.  
   

  

  

To unsubscribe from future emails or to update your e-mail preferences click here.  

Corporate Headquarters 
1125 17th Street, Suite 1700, Denver, CO 80202 

855.462.2288 
Privacy Policy 

 
 

http://app.intouch.optiv.com/e/er?s=804435443&lid=2781&elqTrackId=4f106859a49e4b19b22e9b6a4b4cd2ab&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2781&elqTrackId=4f106859a49e4b19b22e9b6a4b4cd2ab&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2780&elqTrackId=c9674ed114184313a013b9f1ea494e9d&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2779&elqTrackId=4164fb96075d425ab9d054ef5e9920a5&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2778&elqTrackId=10716490922148e794d639c29e330ebf&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2778&elqTrackId=10716490922148e794d639c29e330ebf&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2777&elqTrackId=43c2a2af17dd406d80bee29fa0ad944c&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2777&elqTrackId=43c2a2af17dd406d80bee29fa0ad944c&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2776&elqTrackId=40423c03f6264cffbf30dd9b1e883a59&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2775&elqTrackId=ff320729a9b44f219f3bdbb09f437051&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2775&elqTrackId=ff320729a9b44f219f3bdbb09f437051&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=2774&elqTrackId=0cc5bd500be04c35bb2c0f31ebc0c345&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=229&elqTrackId=8bd4506785bf4f0e98591afeebccded9&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
mailto:OptivAdvisor@optiv.com
https://connected.optiv.com/Preferences?s=804435443&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1&elqCampaignId=&elqTrackId=8e12fb3682f440358697b5e0cb731a4e
https://www.optiv.com/privacy-policy?elqTrackId=a6dbacc381f74a3f83052f807ba89cf2&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1&elqCampaignId=
http://app.intouch.optiv.com/e/er?s=804435443&lid=371&elqTrackId=0f86d7d3712f4f2da28dcce3657c64d9&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=231&elqTrackId=aeb55c1415824203bc9ce0a4bb97d1be&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=593&elqTrackId=1ebfb6d78fbe4c66bbf070e16cdb82aa&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1
http://app.intouch.optiv.com/e/er?s=804435443&lid=592&elqTrackId=ea3eb396f428491289ade2a4d62e9306&elq=27ec3d6614cd4f7881896528e0a04cb0&elqaid=1642&elqat=1

