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DATA SECURITY SOLUTIONS

Securing Your Data Throughout its Lifecycle

OVERVIEW o

Data is an integral part of any business. Preventing data loss and controlling the o T
flow of data in and out of your organization is essential. It is vital to consider ur feam
the management and protection of the entire data lifecycle, which includes

data creation, data at rest, data in motion, data in use and data destruction. Our

dedicated experts help you define your data security holes and find the right
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combination of services and technologies to remediate those vulnerabilities.
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Dedicated Consultants

Technology Consulting Services:

We help you assess your current infrastructure, plan for a technology purchase,
determine your readiness for implementation and much more with our TECHNOLOGIES SUPPORTED:

consulting offerings.
e Data Loss Prevention (DLP)

. Technology Assessment Database Encryption

. Resident Program Database Protection

Public Key Infrastructure (PKI)

. Training Services

Database Activity Monitoring
(DAM)




1. Technology Assessment

Goal

Validate technology decisions and help discover the
best fit for the organization.

Overview

Workshop between a technology expert and key

security stakeholders to understand technology needs

and requirements. Whether to confirm the validity

of a single-point product or differentiate between

competing solutions, we evaluate each technology in a

thorough, methodical and unbiased manner.

Types of Assessments Offered

DLP
PKI
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APPROACH
» Planning
» Discovery
» Analysis, Scoring and Validation
» Recommendations
» Plan for Next Steps

TIME FRAME

» Depends on technical requirements

DELIVERABLES
» Report detailing requirements, test
procedures and a scorecard comparing
each product evaluated against the

requirements set.

2. Resident Program

Goal

Access to a deep bench of talent that can handle
the day-to-day operation of the technologies and
processes required to have an effective security

program.

Overview

With today's staffing challenges in identifying,
recruiting, training and retaining required cyber
security resources, we fill in the gaps to take on
current and future projects to move your overall
security program forward.

Types of Assessments Offered

DLP
Database Activity Monitoring (DAM)

APPROACH

» Planning
» Goal Alignment

» Delivery

TIME FRAME

» Variable

DELIVERABLES
» Dedicated support for the day-to-day
operations required to have an effective

security program.
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3. Training Services o
We offer training services that address the technical TYPES OF TRAINING
and human elements of your organization to help SERVICE OFFERED:

ensure youre operating SECUFGIY. Our range of course » Classroom

topics help you meet compliance, maximize data , Remote Live

security, manage vendor technologies and incorporate , On-site
industry best practices. With instructor-led, on-site,

remote live and computer-based training options,

it's an easy and cost effective way to equip your staff

with just-in-time learning.
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\ ¥4 Optiv is the largest holistic pure-play cyber security solutions provider in North America. The company’s diverse and
talented employees are committed to helping businesses, governments and educational institutions plan, build and run
P I I v successful security programs through the right combination of products, services and solutions related to security program
S strategy, enterprise risk and consulting, threat and vulnerability management, enterprise incident management, security
architecture and implementation, training, identity and access management, and managed security. Created in 2015 as a
; result of the Accuvant and FishNet Security merger, Optiv is a Blackstone (NYSE: BX) portfolio company that has served
1125 17th Street, Suite 1700 y 9 P p pany
Denver. CO 80202 more than 12,000 clients of various sizes across multiple industries, offers an extensive geographic footprint, and has
! premium partnerships with more than 300 of the leading security product manufacturers. For more information,
800.574.0896 | optiv.com please visit www.optiv.com.



