At-a-Glance ' Incident Response Tabletop Exercise

Benefits of Working with Optiv

Become Proactive: Change your
security model from reactive

to proactive, and address any
outstanding deficiencies in
your response capability.

Expert Advice: Optiv's incident
management experts come from
a wide variety of backgrounds,
ranging from military and

law enforcement detectives to
malware reverse engineers.

Established Framework: Optiv's proven
incident management framework
takes a holistic approach that will
improve your security posture.

Partnership Depth: Optiv's
wide-ranging technology
partnerships enhance our ability
to evaluate your environment
with the required expertise.
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Optiv is a market-leading provider of end-to-end cyber security
solutions. We help clients plan, build and run successful cyber
security programs that achieve business objectives through

our depth and breadth of cyber security offerings, extensive
capabilities and proven expertise in cyber security strategy,
managed security services, incident response, risk and
compliance, security consulting, training and support, integration
and architecture services, and security technology. Optiv maintains
premium partnerships with more than 350 of the leading security
technology manufacturers. For more information, visit www.optiv.
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optivinc and www.linkedin.com/company/optiv-inc.
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Incident Response
Tabletop Exercise

Apply a Custom Attack Scenario to Test and
Enhance Your Incident Response Plan

Challenge

To establish and maintain an incident response plan is a foundational goal
within many organizations. However, having an up-to-date incident response
plan is far from the same as being fully prepared for an incident. One of the
challenges facing businesses is validating that stakeholders know where

to find the plan and how to execute on it not only correctly, but efficiently.
Waiting until there is an incident to discover a gap in the plan can have
drastic consequences, potentially costing your organization time and money
that it can ill afford to waste. Finding a partner that has years of experience
handling incidents to help identify gaps in the stakeholders’ knowledge and
ability to execute the plan and offer corrective guidance is critical to incident
preparation.

Solution

Optiv's team of Enterprise Incident Management (EIM) experts have the
experience and knowledge required to develop and facilitate a tabletop
exercise workshop. The workshop will test your plan, playbook and critical
staff on common attack scenarios customized for your organization. Prior to
the on-site workshop, Optiv consultants will work with you to gather data and
develop a customized attack scenario that applies to your industry vertical
and ensures you are fully testing your plan and your stakeholders' knowledge
of that plan.

During the workshop, an Optiv EIM expert will facilitate and moderate the
tabletop exercise for your organization. Drawing from years of knowledge

and experience, we walk your team through the scenario while challenging
them to think differently. Following the exercise, we document areas where
the team excelled and where they were challenged and present a final report
summarizing the exercise. The report includes actionable recommendations to
enhance the maturity of your incident response program.
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