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Executive Summary

Cloud-first ecosystems with security at the forefront are becoming more
commonplace within enterprises. With fewer and fewer obstacles to cloud adoption,
the path of workload migration to cloud is becoming less foreboding. In fact, in a
recent survey, respondents indicated that security is no longer their number one
challenge.! In the past, and to some extent in the present, security of workloads has
been an afterthought. With automation and orchestration, enterprises are building
security into deployment workflow and providing greater levels of assurances to

stakeholders.
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Problem and Approach

The Optiv IaaS/PaaS
cloud security maturity
model equips
organizations with the
necessary guidance to
adequately plan, build
and protect cloud-based
workloads given the
current state of the
market into the future.

Program Clarity

Today, businesses are tasked with building robust platforms that support and
secure cloud-based workloads to empower business objectives. The maturity and
capacity to build robust and secure programs, however, varies among company
sizes (e.g. small business versus big enterprise) and across verticals. Businesses are
taking time to research the complex IaaS/PaaS market in support of their cloud
migration strategies to build resilient infrastructures. At the same time, the vendor
market is still in the process of positioning itself to meet the demands of IaaS/
PaaS. Market analysis shows that [aaS/PaaS investments are down as compared
with Saa$ solutions, yet growth rates for security are high as workloads shift and
enterprises become increasingly aware that they need effective security solutions.

The Optiv IaaS/PaaS cloud security maturity model equips organizations with the
necessary guidance to adequately plan, build and protect cloud-based workloads
given the current state of the market into the future. Optiv has gathered key
insights from interactions with vendors, cloud subject matter experts, and
practitioners who have endured the growing pains of architecting sound cloud
IaaS/PaaS infrastructures. The aggregate result of these conversations is our cloud
IaaS/PaaS maturity model and operational guidance that provides milestone-
based strategies, along a path of maturity that aligns with business objectives.

Program Strategy Approach

The maturity model offers security leaders the ability to quickly assess their
current state of operations for the purposes of establishing a roadmap to
meet program objectives. The maturity model builds upon the program
core that serves as a basis for defining program drivers, the business
requirements and non-program support to meet the roadmap objectives.
This component of the program strategy is crucial for meeting practical
achievable goals given the variable scale of IaaS/PaaS environments.

The outcomes are supported by functional capabilities that are characteristic of
IaaS/PaaS security programs (e.g. architecture reviews, patching, vulnerability
management, monitoring) and their descriptive relevance at each maturity level.
This step-wise approach starts with organizational awareness that leads to
subsequent states of maturity, i.e. laaS/PaaS activities mature in an accumulative
fashion. Companies, also, measure maturity using recommended key performance
indicators to assess capability achievement. Performance indicators are a key
objective of the framework for benchmarking and program improvement. Goal
attainment measurements as well as an assessment of functional capabilities
affords executive management the ability to chart maturity progress. Further,
program managers equipped with performance insights can adjust and tweak
program timelines and budgets more effectively with the Optiv framework.
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Model Driven Program

evelopment

O Aware

Enterprise has no
accommodation for
laaS/Paa$ security
characterized by
limited policy, no
formal expertise,
and reliance on
cloud service
providers for
controls.

Reactive

Enterprise

adapts industry
frameworks and
leverages technical
expertise to
support existing
use cases. Existing
security models
are also adapted
to meet cloud
consumption.

O Ada ptiV;

Enterprises create
cloud native
security models
which execute
business-aligned
tailored framework
and expanded
domain expertise.

O Strategic

Enterprise
proactively
architects securty
into business-
aligned strategies
that transforms
domain expertise
and in turn
influences business
innovation.

i
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Model Driven Program Development

Program Core

The program core includes the business
drivers, the requirements and the
outside support upon which the
program foundation is established.

Functional Elements

Resource Support

Program Drivers

Cloud security IaaS/PaaS business
drivers consistently include but are not
restricted to the following: regulatory
and compliance, third party risk
management, external requirements
(e.g. client or partner driven) and board
demands. The drivers serve as points
of engagement between the business
and the security practice to achieve
measurable outcomes that are in
alignment with business objectives.
The program drivers are, in reality, the

Capabilities

People

Process
Technology

Program Core:

business case for developing a strategy
for and operationalizing an IaaS/
PaaS-based cloud security program.

« Cloud-first initiatives to reduce
total cost of ownership (TCO)

« Visibility to assess and manage risks

» Regulatory and compliance,
including export controls
(e.g. ITAR, EAR)

« The explicit need for security to
support an agile high performing,
scalable, resilient cloud computing
environment (e.g. DevOps)

Maturity

Outcomes

KPls

Business Requirements | Program Drivers | Non-Program Support

The program drivers are, in reality, the business case for
developing a strateqy for and operationalizing an IaaS/
PaaS-based cloud security program.

laaS/Paa$ Cloud Security Program Maturity Model
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Model Driven Program Development

Requirements

Business stakeholders across a
diverse set of verticals provide
insight to Optiv regarding cloud
IaaS/PaaS$ requirements. Successful
programs are built upon stakeholders’
requirements, which serve as the
foundation of the program effort.
Optiv aggregates and normalizes
these data to provide a broad reach
perspective of trending requirements
in this ever-evolving security sector.

« Ensure high availability of
secure(d) workloads supporting
critical business processes

« Enable agile computing that
leverages instrumentation,
orchestration and automation for
high achieving environments

« Build resilient IaaS/PaaS
ecosystems that support scalable
business continuity and disaster
recovery models as required

Non-Program Support

Non-program support encompasses the components of the program that are
required to effectively build and operate the program, but are outside the scope of
the enterprise security organization. Security management may have the ability

to indirectly influence these resources, but not necessarily control them. Further, a
percentage of non-program support is covered by the service providers. Importantly,
partnerships with the cloud service providers require close attention to ensure

roles and shared responsibilities are understood in support of the program. Our
comprehensive cloud security focus groups yielded the following non-program
support data points that are crucial for the success of a program:

« Internal and external counsel with expertise in breach protocol, service provider
legal liaison, compliance and privacy roles within an organization (role may also
cover data governance)

« Procurement role to support contract review and management processes

« Audit function to ensure regulatory-compliance requirements; security role
embedded within the audit function to elevate cloud risks

Outcome-Oriented Program Development

The Optiv maturity model is outcome oriented. Given the various deployment
models and the myriad of solutions to aid in cloud architectures, the outcome
perspective affords practitioners and leaders clarity of focus. Functional capabilities
and activities are framed to ensure the desired outcomes.

Outcome Description

The manner in which the IaaS/PaaS cloud security
program is framed, operationalized and activities
governed

Policy

The depth and breadth of expertise a company has
regarding IaaS/Paa$ cloud security, its operational
footprint and situational awareness in order to
develop protective measures

Understanding

The manner in which organizations plan, build and
run their IaaS/Paa$ cloud security program and
enforce policy at each stage of the maturity model

Execution

laaS/Paa$ Cloud Security Program Maturity Model
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Model Driven Program Development

Modeling Outcomes to Maturity

Policy Knowledge Execution
1 . . . Leveraging provider
. Aware No specific policy No formal expertise controls
Loose collection s
. . . Shared responsibility
o . of industry policy Limited technology
’ﬁ Reactive frameworks expertise fﬁg:ﬁ:d on contractual
(e.g. CSA CCM)
Industry framework . Existing execution
adapted to current E:g :il‘r?si:eiaclgzgg to model adapted to cloud
use-case g consumption

Purposeful

Business-aligned
framework

Business-aligned domain
expertise

Cloud native security
execution model

@ Strategic

Proactive, business-
aligned and risk-based

policy

Transformative domain
expertise driving
business innovation

laaS/Paa$ Cloud Security Program Maturity Model

Security architected into
strategy

6



Model Driven Program Development

Functional Elements - Building
Blocks of Program Development

Functional elements are the effective
building blocks of the program. Every
program Optiv provides guidance on
has these essential building blocks
that support the level of desired
outcomes. From these functional
elements we determine capabilities
at specific maturity levels, and can
derive client-specific activities to
develop the capabilities to support
the desired measurable outcome.

Functional Element

Description

The design of IaaS/PaaS cloud environments and

Architecture security measures that support them
Identlty and The manner in which the organization plans, builds
Access and operationalizes the various identities and roles
Mana geme nt used for IaaS/PaaS-based cloud services.
Threat How the organization prevents, detects, responds
. and recovers from the threats to IaaS/PaaS-based
Protection cloud workload usage and associated infrastructures
o The manner in which the organization obtains
VlSlblllty and maintains insight into risks within IaaS/PaaS
environments
13 The framework for identifying, evaluating and
Vulnerablllty taking action on vulnerabilities within IaaS/PaaS
Management workloads and associated infrastructures
Apphc ation The method of incorporation of application security
. principles and requirements into the design, delivery
Securlty and maintenance of IaaS/PaasS cloud workloads
Governance, The functional framework for how the organization
. defines and delivers policy and then manages
RISk’ and adherence to that policy to effectively meet risk and
Comphance compliance goals and objectives
. How the organization applies data security
Data Securlty principles such as encryption, data masking, data

loss prevention in IaaS/PaaS ecosystems

laaS/Paa$ Cloud Security Program Maturity Model
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Assembling the

Program

The cloud is already a convergence of
ecosystems - everything-as-a-service,
the internet of everything, software-
defined everything, and everything
else — with ever evolving challenges.
Challenges acknowledged, Optiv is
highly confident that organizations
can successfully and securely move
workloads to the cloud with this
framework in hand and avoid common
strategic and operational pitfalls.
Whether an organization is faced
with issues of shared responsibility,
cloud-cyber insurance, building
robust architecture, or cloud-incident
response — the framework is flexible
enough to account for “gotchas”

and to meet the distinct needs of a
business and technology leaders.
Optiv's model-driven program includes
the added benefit of measurement
and benchmarking to gauge program
effectiveness and most importantly

to show progress and maturity for

that ever-elusive security return on
investment (ROI). As organizations
adopt this framework, the Optiv team
will continue to evolve and improve the
IaaS/PaaS maturity model, leveraging
feedback from lessons learned.
Harnessing the power of experiences
gained, successes and failures, the cloud
IaaS/PaaS will continue to evolve in
step with advances we observe in the
field and in the security marketplace.
For more information and to

obtain your individually licensed

copy of Optiv's IaaS/PaaS cloud
security blueprint, contact

your Optiv representative.
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Optiv is the largest holistic pure-play cyber security
solutions provider in North America. The company's
diverse and talented employees are committed to
helping businesses, governments and educational
institutions plan, build and run successful security
programs through the right combination of
products, services and solutions related to security
program strategy, enterprise risk and consulting,
threat and vulnerability management, enterprise
incident management, security architecture and
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offers an extensive geographic footprint, and has
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information, please visit www.optiv.com.
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