
Identity Centric Security  
Strategy Workshop   
Integrate Existing Cyber Security and IAM  
Investments to Reduce Risk

In recent years, a majority of organizations have made significant investments 

in cyber security technologies with a single goal in mind – prevent a breach. 

And yet, most security experts believe that it’s not a matter of if, but when. 

Your existing standalone cyber security investments are collecting a wealth 

of information about users, their devices and their activities. Combining this 

intelligence with traditional identity and access management (IAM) technologies 

provides a context-based approach to authentication and authorization that 

reduces risk and improves security.

Optiv’s Identity Centric Security (ICS) Strategy Workshop is a focused multi-

day workshop that helps you define an identity centric approach to security, 

leveraging your existing cyber security and IAM investments resulting in an 

integration roadmap and implementation plan. Using the integration framework 

developed by the Identity Defined Security Alliance (IDSA), Optiv creates a 

customized strategy based on your goals and existing technology investments. 

At the end of the workshop you’ll have the tools needed to implement a new 

approach to security, allowing you to optimize cyber security investments while 

controlling risk as IT infrastructures converge.

SERVICE BRIEF IDENTITY CENTRIC SECURITY STRATEGY WORKSHOP

How Do We Do It?

PRE-WORKSHOP 
Optiv consultants conduct a 
pre-project call to discuss the 
agenda, key objectives, finalize the 
workshop agenda and plans for 
pre-workshop data discovery. We 
also provide a template for you 
to complete an IDSA component 
application inventory to be 
reviewed during the workshop.

ON-SITE ACTIVITIES
On day one, Optiv performs a deep 
discovery through stakeholder 
meetings and data collection, 
focusing on business drivers, 
priorities and key technical and 
security requirements. Day two 
is a combination of continued 
data discovery as well as sharing 
of observation insights based 
on captured data and discovery 
session discussions.

WORKSHOP DELIVERABLES
The Optiv team reviews the results 
of the on-site discovery and post-
workshop gap analysis.  The ICS 
workshop deliverable consists of 
the following components:
• �ICS objectives, pain points and 

business drivers.
• �ICS workshop findings, 

observations, current state 
challenges and future state 
recommendations, including a 
contextual diagram and roadmap.

• �Maturity assessment, including 
current and proposed future state 
maturity across ICS approach, 
including gap analysis.
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SERVICE BRIEF IDENTITY CENTRIC SECURITY STRATEGY WORKSHOP

Optiv is a market-leading provider of end-to-end cyber security solutions. We help clients plan, build and run successful 
cyber security programs that achieve business objectives through our depth and breadth of cyber security offerings, 
extensive capabilities and proven expertise in cyber security strategy, managed security services, incident response, risk 
and compliance, security consulting, training and support, integration and architecture services, and security technology. 
Optiv maintains premium partnerships with more than 350 of the leading security technology manufacturers. For more 
information, visit www.optiv.com or follow us at www.twitter.com/optiv, www.facebook.com/optivinc 
and www.linkedin.com/company/optiv-inc.
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Optiv’s ICS strategy workshop provides a customized integration 
framework and a plan for integrating your existing cyber security 
technologies that aligns with your security goals. The workshop, based on 
the use cases and strategy developed by the IDSA, focuses on the following 
high level objectives:

• Prioritize ICS goals based on tactical business objectives

• �Assess current state environment(s), current state pain points, 
organizational challenges and “red flags”

• �Create recommendations for a customized ICS roadmap and 
implementation plan

BENEF ITS

The Optiv Advantage:

Optiv can help businesses in every 
industry connect information security 
policies, procedures and practices with 
business goals. Our security leadership 
experts, backed by our team of 
consultants, can provide the experience 
you need to take your program to the 
next level.

Expert Minds

Optiv’s security professionals are 
dedicated to helping you achieve 
results and realize value. Our team of 
1,000+ highly skilled client managers 
and security practitioners work hard 
to deliver superior results and cutting-
edge research to solve your complex, 
real-world security problems.

Leading Best Practices

Our knowledge of leading best 
practices helps Optiv formulate 
security recommendations tailored to 
meet your specific business objectives.

Client-First Culture

Optiv’s passion for security and our 
commitment to quality results means 
we focus on the right solutions to meet 
your specific needs.

Proven Methodologies

Optiv has developed proven 
methodologies to help ensure superior 
outcomes for your projects and 
programs.
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Modernize Your Approach to Security: Solve the 
complex enterprise challenges posed by cloud and 
mobile, enforcing a greater authentication posture 
that uses the risk condition captured across an 
organization’s security infrastructure.

Extend your IAM and Cyber Security  
Investments: Integrate existing IAM and cyber 
security technologies to provide real time, risk-
based access to data and applications, providing 
stronger security, protecting identities and data, 
and increasing compliance.

Elevate Strategic Importance: Establish identity 
and access management as a strategic security 
imperative for your organization by aligning 
business and security needs with an identity centric 
approach to security enforcement.
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