
Optiv's Third-
Party Risk 
Management  
Solution



Third-Party Relationships Pose 
Overwhelming Risk To Your 
Organization. 
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Businesses and regulators expect 
organizations to assess the security 
of their third parties, but how can we 
assess the security of so many and keep 
the cost under control?  Third-party 
breaches leave an organization powerless, 
exposed to severe reputation damage and 
complicated clean-up to get back on track. 
Third-party relationships are vital to the 
success of an organization, but is the risk 
of doing business higher than the value?  
Establishing a third-party risk management 
program is essential to help organizations 
maintain visibility into their vendor 
ecosystem.

The operational drain to keep up with 
hundreds to thousands of vendor 
relationships can be suffocating to an 
organization’s resources. Vendors must 
be inventoried, analyzed for risk, have 
completed security risk assessments, 
implemented remediation requirements 
and maintained year after year for up-
to-date information.  And what about 
when risks change? Do you take into 
consideration geopolitical or financial 
shifts? Organizations need a partner to help 
plan, develop and manage their third-party 
risk program successfully. 

Organizations rely on third parties more than 
ever to conduct business, but is the confidence in 
their security practices misplaced? 

The Solution
Third-Party Risk Process 

•   Executive commitment to build 
a third-party risk management 
program 

•    Inventory and categorize 
the third parties within your 
enterprise  

•    Conduct appropriate level of 
validated risk assessments across 
your vendor ecosystem

•    Remediate identified control 
deficiencies with associated 
vendors

•    Monitor and report potential 
new risk identified due to change 
of business, change in security 
controls etc. 

•    Support regular updates to risk 
assessment information 

√

Education

Legal



Industry Expertise: At the center of 
the Optiv Third-Party Risk Solution 
are industry thought leaders with deep 
experience in developing third-party risk 
programs for companies of all sizes and 
industry sectors.

Innovation and Integration: Partnering 
with Optiv, we can tailor our services to 
integrate with your currently established 
processes for higher value.

Simplify Assessment Activity: Our Third-
Party Risk Management (TPRM) services, 
combined with the power of Optiv Evantix, 
can streamline your assessment activity, 
freeing your precious staff for more 
strategic projects saving you time and 
money.

Lifecycle Management: Optiv can manage 
the entire third-party risk management 
lifecycle from vendor identification and 
classification to delivering on assessment 
requirements and managing remediation 
activities.

Why Optiv? 
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Plan, Develop and Manage  
Third-Party Risk

•  Program review

• High level gap

•  Maturity 
assessment

• Roadmap

•  Develop tool set

•  Policy/standard

• Procedure

• Methodology

• Risk scoring

• Risk register

• Questionnaire

• I dentity vendors

• Define assets

•  Tier rank 
vendors

• Action plan

•  Questionnaire 
development

•  Interact with 
vendors

•  Review 
questionnaires

•  Onsite 
assessment as 
appropriate

• Analysis

•  Findings and  
recommendations

•  Enterprise view 
of risk to provide 
consistent risk 
decisions

•  Services 
reduce cost 
and resources 
necessary to 
manage third-
party risk

•  Common process 
and structure 
based on best 
pratices

•  Monitor and 
manage vendor 
progress

Optiv industry thought leaders have deep experience in developing third-party risk 
programs for companies of all sizes and industry sectors. We tailor our services to meet 
the current maturity of your program.



Maturity 
Assessment 
Establish the current maturity 
of your program to demonstrate 
improvement year over year. 

How well does your current third-party risk management program 
satisfy the needs of your business?  Even for well-established 
programs, it is important that you take the time to review your strategy 
objectively. 

The Optiv TPRM Maturity Assessment 
reviews your program to help understand 
the level of maturity and provides a 
roadmap for improvement prioritized and 
based on the needs of your business. 

Optiv consultants collaborate with your 
staff to provide knowledge transfer 
on best practices in third-party risk 
management through on-site and 

remote interviews of key personnel.  We 
provide an initial gap assessment and 
outline your organization’s current 
maturity levels and recommendations 
for improvement. The Optiv maturity 
assessment enables your organization 
to identify and plan for remediation to 
increase alignment between your business 
and your overall enterprise risk program. 
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Your organization needs to develop and 
evolve their third-party risk management 
program to meet the ever changing 
risk environment, the operations of the 
organization and business goals. One of 
the biggest challenges of assessing and 
managing your program is the level of 
risk associated with each third-party 
relationship. It is important as your 
organization shares critical client or 
corporate data, validation takes place to 
document that the proper controls are in 
place and confirmed.

Optiv will assist in developing or refining 
your new or current TPRM program. We 
deliver policies, processes, tools and scoring 
methodologies to help you develop and 
execute your assessment program for 
optimized flexibility and scalability. We 
can work with you to develop a third-party 
risk management program to allow you to 
“hit the ground running” with processes 
and tools that are customized to your 
organization and tested to meet your needs.

A Global Healthcare Company 
Streamlines Their Third-Party 
Assessment Process to Enable 
Informed Risk-Based Decisions

Program 
Development 
Develop or Refine Your Third-Party Risk 
Management Program. 

Client Challenges: 

•  Lacked visibility of inherent risk that 
their third parties posed to their business

•  Significant effort, time and resources 
spent on collection of third-party 
questionnaires

•  Following data collection, organization 
lacked consistent plan to handle 
responses

Organization looked to Optiv to assist in 
the development of a dependable third-
party risk program. Our TPRM experts 
worked with the client to architect a 
concise and relevant questionnaire that 
automatically scored the third party. In 
alignment with the developed processes, 
the client is now able to determine the 
action item based on the reported score 
and make cognizant, risk-based decisions. 
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Discovery and Analysis  
Inventory and Categorize Your Third-Party 
Relationships.

You might feel stuck on where to begin 
identifying and categorizing your third-
party relationships. Many organizations 
have multiple business lines with disparate 
third-party engagements.  With potentially 
thousands of suppliers, it can seem 
overwhelming to get started. 

Using our proven, comprehensive approach, 
Optiv can help you identify, classify and 
work through the mountain of third parties 
in your environment to focus on partners 
that pose the greatest risk. In partnership 
with your organization, we create a single 
source of information and provide risk 
analysis of current third parties to support 
risk ranking and prioritization of your 
third-party population.  We use existing 
information from the contract management 
and other sources to develop a custom-risk 
model for your organization.  

Optiv's Discovery and Analysis 
services simplify your organizations 
ability to categorize your third-
party relationships based on 
inherent risk to prepare for 
necessary risk assessment and 
validation activities
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Discovery and Analysis 
Questions 
1.  How many third-party 

relationships do you have? 

2.  Have you been able to assess 
the risk of each third-party 
relationship to determine the 
amount of due-diligence required?

3.  Do you have a centralized risk 
repository of your third-party 
relationships? 

4.  Do you entrust your third-party 
vendors with client information or 
information vital to the success of 
your business? 

5.  Which of your vendors need to 
undergo a risk assessment?

6.  Do you have the resources to 
conduct risk assessments, whether 
on-site or virtual, with each one of 
your vendors? 

7.  How frequently should you revisit 
their contracts or the security 
practices? 



Identifying, categorizing and analyzing the 
third parties your organization interacts with 
is just the beginning. Upon completion of 
populating your third-party risk registry, the 
appropriate level of validation matching the 
level of risk is vital. Risk assessments require 
experienced staff and are time consuming for 
scarce in-house resources. 

To help execute third-party risk assessments, 
Optiv can assist by leveraging our third-
party risk management platform, Optiv 
Evantix, or use your existing assessment 
methodology. We will follow the agreed 
upon assessment process leveraging our 
extensive risk assessment background. 
We provide documented risk assessment 
results for compliance with business and 
regulatory requirements.  After review of the 
risk assessments, you are well positioned to 
request that the third party remediate the 
gaps in their security program.  

Risk 
Assessment 
Conduct Assessments 
Based on Inherent Risk. 

320

452

641 Tier 1: Fully  
Validated  
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Tier 2: Core Control  
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0

No Risk – No access to IT 
systems or sensitive data
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Conducting the appropriate 
level of assessment based on 
the risk a third party poses 
to the organization saves you 
time, money and resources. 
Partnering with Optiv, we 
help execute risk assessments 
to meet the needs of your 
third-party risk management 
program. 



Optiv Evantix  
Manage Your Third-Party Risk Lifecycle 
Consistently   
One of the greatest risks to your 
organization comes from your third-
party vendors. Unfortunately, the 
operational drain an organization faces 
running a third-party risk management 
program is complicated, costly, and can be 
inconsistent across the organization. The 
inventory process alone is a daunting and 
overwhelming effort. Conducting time 
consuming risk assessments, executing 
remediation and then maintaining the 
process year after year requires the 
appropriate people, process and an 
integrated technology solution. 

Optiv Evantix Simplifies Your Risk 
Management Across Third-Party Risk 
Lifecycle

Optiv can manage the entire process of 
third-party risk management during its 
complete lifecycle. The Optiv Evantix fully 
integrated system assists clients with 
identification and management of inherent 

and residual risk. Our flexible platform 
provides an on-demand, enterprise view 
of risk intelligence to assist with decision 
making and agility, including automated 
data feeds for financial information, 
credit and geopolitical risk. This solution 
enables you to scale through automation, 
self-assessment and integrated validated 
assessments services. Our solution assists 
with remediation planning and empowers 
you to keep your vendor information fresh 
through renewal management.  

The Optiv Evantix customizable platform promotes 
focus, scalability, governance and monitoring of 
your third-party risk management program.

Why Optiv Evantix? 

√  Ability to Cost Effectively Scale 
Third-Party Risk Management 

√  On-Demand Risk Intelligence

√  Make Quick and Consistent 
Decisions

√  Manage Relationship Inventory 
and Risk 

√  Fully Integrated Validated 
Assessments

√  Monitoring of Progress 

√  Optiv Evantix’s Suite of Third-
Party Risk Services
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Optiv Evantix 5.0 
Features and Functions: 
Optiv Evantix assists third-party risk management 
teams to manage their entire third-party 
portfolio using consistent processes. It provides 
the ability to shift the most time consuming, 
costly and repetitive assessment activities back 
to your suppliers, freeing the team to focus on 
remediation, mitigation activities and other 
strategic initiatives. 

Optiv Evantix allows for consistent and 
integrated management of your third-
party risk program:

Optiv Evantix can manage hundreds to hundreds of thousands 
of third parties that interact with an organization. The 
portfolio manager inventories supplier relationships, allowing 
users to easily navigate and manage by applying filters and 
tags. The batch-upload functionality easily uploads thousands 
of vendors to allow you to hit the ground running. 

Our fully integrated validation capability enables organizations 
to delegate multiple qualified individuals to validate third 
parties’ responses to risk assessment questionnaires-completed 
via the Evantix online platform and workflow. Alternatively, 
if a client lacks resources to manage the validation process or 
prefers to outsource that capability to focus on more strategic 
efforts, Optiv provides comprehensive integrated worldwide 
validation services tailored to industry standards.

Provides an “at-a-glance” view of in-progress and completed 
assessments. Through the Optiv Evantix platform, your 
assessment activity is categorized and launched directly 
to the third-party vendor for completion and tracking. The 
assessment process is focused on the size, complexity and type 
of service being provided by the vendor—not one size fits all. 

Once validation activities are complete, the Optiv Evantix 
platform is used to assist identifying issues and build a 
remediation plan. Within the platform, you can create and 
assign issues to be remediated. Optiv Evantix enables direct 
communication with your third-party associate to negotiate 
remediation tactics and track progress to completion through 
our automated logging system. 

A consistent challenge of managing a third-party risk 
management program is life-cycle management. The renewal 
management feature within Optiv Evantix allows for scheduled 
or on-demand risk assessment renewal alerts lessening the 
burden on you and providing the third parties the ability to 
provide updates to keep the data fresh.

Portfolio Management:

Assessment Management: 

Validation Management: 

Remediation Management: 

Renewal Management: 



1125 17th Street Suite 1700
Denver, CO 80202
800.574.0896
www.optiv.com 

Optiv is the largest holistic pure-play cyber security solutions provider in North America. The company’s diverse and talented employees 
are committed to helping businesses, governments and educational institutions plan, build and run successful security programs through 
the right combination of products, services and solutions related to security program strategy, enterprise risk and consulting, threat and 
vulnerability management, enterprise incident management, security architecture and implementation, training, identity and access 
management, and managed security. Created in 2015 as a result of the Accuvant and FishNet Security merger, Optiv is a Blackstone (NYSE: 
BX) portfolio company that has served more than 10,000 clients of various sizes across multiple industries, offers an extensive geographic 
footprint, and has premium partnerships with more than 300 of the leading security product manufacturers. For more information, please 
visit www.optiv.com.
© 2016 Optiv All Rights Reserved. Optiv” is a registered trademark of Optiv Security Inc.

Want to  
learn more?
Optiv has the capability to augment the abilities and 
capacity of your current security team.

Access our brief for more information on how we can help.

Optiv Evantix 
Product Brief

12.16 | v1

Third-Party Risk 
Management Brief
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