SERVICE BRIEF CO-MANAGED SIEM

ACCELERATE RESPONSE WITH

CO-MANAGED SIEM

Move Beyond Alerts to Improve Risk Awareness

Effectively managing and monitoring your SIEM technology requires an intricate
balance of people, processes and technology. This challenging task is made even
more difficult with an increasing volume of threats across an expanding attack
surface, evolving compliance demands, talent shortages and tight budgets.

Partnering with Optiv Managed Security Services (MSS) helps you meet these
growing operational and compliance demands. We provide you with access to SIEM
experts 24xX7x365 to increase your ability to find and respond to threats in your
environment. Optiv's Co-Managed SIEM service monitors your security events and
integrates just-in-time threat intelligence to enhance analysis and investigation of
indicators of compromise. Our proven methodology for threat analysis supports
remediation and incident resolution. We also provide actionable recommendations
to help block future malicious activity. With Optiv's Co-Managed SIEM service, you
can achieve improved risk awareness, accelerated response, proactive defense and
lower your costs.

Optiv Delivers Actionable Findings
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How Do We Do It?

QO rLANNING:

Optiv assigns a dedicated Service
Delivery Manager (SDM) to serve as
your point of contact and to guide
onboarding.

ONBOARDING:

After a discovery workshop, Optiv
configures the SIEM device and sets up
log sources. We also include a health
check and SIEM tuning to help ensure
response readiness.

MONITORING:

Experts begin monitoring the
environment 24x7x365, analyzing
threats and providing alerts

and actionable intelligence for
critical incidents. We also deliver
recommendations and remediation
steps where needed.

OPTIMIZING:

Optiv continually optimizes device
operation to help ensure optimal
performance. These services include
ongoing configuration management,
change management, problem
management, release management,
tuning and customization.

REPORTING:

Delivery of on-demand and scheduled
reporting of defined security events to

meet your business needs.
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Benefits of Co-Managed SIEM

Move Beyond Alerts to Improve Risk Awareness
Co-Managed SIEM provides you with risk awareness beyond alerts; you will quickly
receive incident investigation and risk validation.

Accelerate Analysis, Containment and Response
Reduce the amount of time it takes to respond to known and unknown threat
activity by leveraging Optiv's prioritized threat response engine.

Expand Your Team and Lower Costs
Reduce the need to build your own team of SIEM engineers and threat analysts by
leveraging Optiv's virtual team 24x7x365.

Shift to Intelligence Driven Operations
Your current cyber security strategy is enhanced by our Global Threat Intelligence
Center (gTIC) tools and resources.

Rely on the Right Partner:
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The Optiv Advantage:

Optiv can help businesses in every
industry connect information security
policies, procedures and practices with
business goals. Our security leadership
experts, backed by our team of
consultants, can provide the experience
you need to take your program to the
next level.
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Expert Minds

Optiv's security professionals are
dedicated to helping you achieve
results and realize value. Our team of
1,000+ highly skilled client managers
and security practitioners work hard
to deliver superior results and cutting-
edge research to solve your complex,
real-world security problems.

Leading Best Practices

Our knowledge of leading best
practices helps Optiv formulate
security recommendations tailored to
meet your specific business objectives.

Client-first Culture

Optiv’s passion for security and our
commitment to quality results means
we focus on the right solutions to meet
your specific needs.

Proven Methodologies

Optiv has developed proven
methodologies to help ensure superior
outcomes for your projects and
programs.

Optiv is the largest holistic pure-play cyber security solutions provider in North America. The company’s diverse and

OPTIV

talented employees are committed to helping businesses, governments and educational institutions plan, build and
run successful security programs through the right combination of products, services and solutions related to security

program strategy, enterprise risk and consulting, threat and vulnerability management, enterprise incident management,
security architecture and implementation, training, identity and access management, and managed security. Created in
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2015 as a result of the Accuvant and FishNet Security merger, Optiv is a Blackstone (NYSE: BX) portfolio company that
has served more than 12,000 clients of various sizes across multiple industries, offers an extensive geographic footprint,
and has premium partnerships with more than 300 of the leading security product manufacturers. For more information,
please visit www.optiv.com. © 2016 Optiv Security Inc. All Rights Reserved.




