
CAPABILITIES BRIEF Secure Payment 

The rise in  popularity of simplified consumer payment methods, and an 
increasing focus on data privacy and merchant governance, has created 
a complex challenge for IT departments to solve. How can organizations 
achieve and maintain compliance while also ensuring their entire IT 
environment is secure? 

A holistic and secure payment program goes beyond meeting an 
obligatory PCI checklist and puts a risk-centric focus on payment 
security. Optiv helps organizations elevate their compliance 
requirements to a secure payment program that tackles business 
risks, activates program agility and meets privacy and segmentation 
requirements--while maintaining compliance and optimizing existing 
technology investments.

SECURE 
PAYMENT 

#1 Security framework 
utilized by organizations is 
the PCI DSS standard. 

In the U.S., the cost of lost 
business represents 53% 
of the total cost of a data 
breach. 

44.6% of firms have fallen 
out of PCI compliance at 
the time of their interim 
assessment. 

1.Optiv Security Strategy Assessment.
2. Ponemon Institute, sponsored by IBM, Cost of a Data 
Breach Study, 2018. 
3. Verizon, Payment Security Report, 2017. 

Elevate Your Compliance 
Requirements to a Secure 
Payment Program.
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Secure Your Payment Process
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Optiv Services
Organizations have a responsibility to their customers to ensure 
a simplified, streamlined and secure payment experience. Optiv 
provides a comprehensive suite of services to help you plan, build 
and run your secure payment lifecycle. 

Optiv
Services

PLAN

SECURITY STRATEGY ASSESSMENT: 
Optiv leverages existing practices to 
deliver overarching security program 
guidance with a laser focus on a 
scalable and  secure payment lifecycle. 

PCI EXECUTIVE WORKSHOP:  
Optiv delivers guidance around PCI 
standards, discusses your current 
practices for handling credit card data 
and provides an overview of applicable 
PCI obligations.

INCIDENT RESPONSE:  
Our experts will help you build a 
strategic IR approach, so you can 
proactively prevent threat actor 
actions to reduce breach levels and 
data loss.

BUILD

PCI READINESS:  
Optiv PCI experts assist organizations 
with readiness for PCI requirements 
including gap analysis, scope reduction 
and remediation guidance.  

IDENTITY AND ACCESS 
MANAGEMENT:  
Our Identity and Access Management 
experts help organizations implement 
a strategic approach to protecting 
access to sensitive applications and 
data.  

APPLICATION SECURITY:  
We assist organizations in securing 
growing application environments, 
such as your point of sale devices, 
against new and existing threats. 

VULNERABILITY MANAGEMENT:  
We help organizations understand 
where their vulnerabilities are, based 
on demonstrated threat actor intent 
and behavior.  

RUN

ATTACK AND PENETRATION:  
Optiv conducts application 
assessments and internal and external 
penetration testing to meet and exceed 
requirements within PCI DSS.

ASV SCANNING:  
Experts conduct quarterly external 
vulnerability scans and provide 
remediation guidance, false positive 
evaluation and ASV attestation.

SECURITY OPERATIONS:  
Optiv delivers a full suite of Security 
Operations Services delivered 24x7x365, 
providing clients with collaborative 
service components to ensure 
preventive and ongoing operational 
measures. 

PCI REPORT ON COMPLIANCE:  
Optiv will conduct a PCI assessment 
and formal review of all controls 
through interviews, documentation 
review and technical testing. Upon 
completion, we deliver the official 
report.

Optiv is a market-leading provider of end-to-end cyber security solutions. We help clients plan, build and run successful cyber 
security programs that achieve business objectives through our depth and breadth of cyber security offerings, extensive 
capabilities and proven expertise in cyber security strategy, managed security services, incident response, risk and compliance, 
security consulting, training and support, integration and architecture services, and security technology. Optiv maintains 
premium partnerships with more than 350 of the leading security technology manufacturers. For more information, visit  
www.optiv.com or follow us at www.twitter.com/optiv, www.facebook.com/optivinc and www.linkedin.com/company/optiv-inc. 
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