CYBER SECURITY

How Merchants Can Overcome
the Top Three Challenges

The increasing popularity of simplified payment methods,
such as PayPal, Apple Pay and Venmo, amplifies the
importance of data privacy and the need to protect an
organization – in addition to its customers.
Evolving to a secure payment lifecycle to protect data includes leveraging the
existing 12 Payment Card Industry Data Security Standard (PCI DSS) requirements
while addressing the following top three cyber security challenges: risk management,
application security and security agility and scalability. PCI compliance alone does
not always equal security.

CYBER SECURITY CHALLENGE #1

Manage Risk

Merchants vary in risk profile and risk tolerance but all need to evaluate
known and emerging cyber security threats. Decision makers should consider:
The volume and velocity of threats such as hacking, malware,
point of sale (POS) intrusion and insider threats that are increasingly
sophisticated and persistent.
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CYBER SECURITY CHALLENGE #2

Build Application Security

Software applications create a complicated, vast attack surface that requires
detection capabilities along with rapid incident response and remediation.
Merchants need to design a formal program that integrates and automates
security policies and testing throughout the software development lifecycle.

74%

of enterprises say they have little or no
conﬁdence that application developers in
their organization practice secure design,
development and testing of applications.2

Only 14% of organizations

say that applications are tested every
time the code changes.2

CYBER SECURITY CHALLENGE #3
Establish Security Agility and Scalability
Endpoints, points of sale, security protocols and cyber operational
capabilities are evolving at a pace faster than ever before. Instead of
increasing technology debt, merchants need to optimize existing
technologies and processes wherever possible.

“Agility is the most important
factor in achieving a high level
3
of cyber resilience.”
Security Automation and Orchestration (SAO)
tools can reduce the hours spent evaluating
intelligence, sifting through false positives and
remediating infected devices by 80%.4

Merchants can better balance and accomplish their objectives
by building a secure payment lifecycle that extends protection to
personally identifiable information (PII), intellectual property and
other sensitive corporate data. Tighter integration of security, with a
laser focus on data protection, enables merchants to advance their
overall security maturity.
Optiv’s Secure Payment solution can help secure your entire payment
lifecycle. Learn more here.
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Optiv is a market-leading provider of end-to-end cyber security solutions. We help clients plan,
build and run successful cyber security programs that achieve business objectives through our
depth and breadth of cyber security offerings, extensive capabilities and proven expertise in cyber
security strategy, managed security services, incident response, risk and compliance, security
consulting, training and support, integration and architecture services, and security technology.
Optiv maintains premium partnerships with more than 350 of the leading security technology
manufacturers. For more information, visit www.optiv.com or follow us at www.twitter.com/optiv,
www.facebook.com/optivinc and www.linkedin.com/company/optiv-inc.
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