
KEY ISSUE: 

IoT Devices Take Center Stage as 
Vulnerabilities Exposed 
Automobiles are a small part of a growing class of devices that 
are becoming increasingly complex and connected, building 
an ecosystem referred to as the Internet of Things (IoT). IoT 
devices represent a unique information security challenge 
because of legacy design constraints.

In July, Fiat Chrysler and Ford  identified vulnerabilities 
in their automobiles. These vulnerabilities could not be 
mitigated through an online patch, but required either a recall 
or manual update. Some automakers rely on these expensive 
options while they look for innovative ways to update these 
devices. 

• �Fiat Chrysler Automobiles recently released a patch 
to their vehicles which required a download to a USB 
“thumb drive” to mitigate vulnerabilities associated with 
their Uconnect internet-enabled software system. This 
system provided access to a multitude of functions, 
including GPS, steering, transmission and braking 
systems.  1

• �On July 2, Ford announced a recall of over 400,000 
automobiles in order to fix a software vulnerability that 
could prevent vehicles from turning off.

• �In January BMW also announced that they found a 
vulnerability that would allow attackers to open car doors 

with their smartphone, although this patch was delivered 
remotely over the internet. 2 3  

• �Veracode recently found vulnerabilities in a number of 
home devices that used poor inherent security design for 
passwords and traffic encryption. 4

CHALLENGES AND OPPORTUNITIES: 

IoT Innovations Poised to 
Reshape the Workplace
IoT represents an enormous benefit to society, and all 
industries are exploring how to leverage IoT as well as 
manage the new risks.  According to Cisco and Telefonica, the 
growth of delivery of IoT devices will be 100 percent (from 25 
to 50 billion) between now and 2020. 5 6 7 8    

• �In terms of the number of IoT connections,  Verizon has 
seen the following growth rates:

› A roughly 50 percent increase in energy; 
› A 200 percent increase in manufacturing;
› A 45 percent increase in the public sector; and,
› An 80 percent increase in transportation. 9 

• �Automakers are forming an Auto ISAC (Information 
Sharing and Analysis Center) to manage the new risks 
posed by these devices. The ISAC will rapidly disseminate 
information on these vulnerabilities and threats. 
According to USA Today, some auto manufacturers are 
investing in people and R&D to improve vehicle security. 10

INTERNET OF THINGS (IOT) RISKS 
TAKE CENTER STAGE, WAVE OF 
INNOVATION WILL REQUIRE 
ENHANCED SECURITY



• �The Department of Homeland Security warned last 
October that federal officials were investigating over 20 
cases of security flaws related to medical devices. 11

• �Applications on IoT devices are hard to update because 
they were designed for low power consumption, 
processing power and human interaction. Incentives 
are not yet aligned to force better application lifecycle 
management. 12 13

• �In January, security technologist Bruce Schneier outlined 
why patching systems is a limited strategy for IoT devices 
for multiple reasons, such as: the inability to patch binary 
code, devices aren’t typically engineered for patching, and 
a lack of alerting regarding the need for patches. 14

THE PATH FORWARD: 

Enable IoT Adoption by 
Providing a Higher Level of Trust
Take this opportunity to enable IoT when it becomes a part 
of business strategy. Users and consumers will need to build 
trust in these systems, and security strategy will remain a key 
component to building that trust. 

Applied research teams have been tackling this problem for 
quite some time and work along side enterprise teams to 
support identification, remediation and design of systems to 
support that trust model. Enlisting outside perspectives is 
invaluable in determining what solutions will work best for a 
specific level of maturity.

A. Challenging long-held assumptions

• Specific misconceptions that should be challenged are:

› �“�My devices are too simple to be exploited by an 
attacker.”

›  �“�My devices are too old or too customized to be 
targeted.”

›  ��“�My devices are not capable of being updated, 
therefore there are no security controls at my 
disposal.”

› �“�The risks posed by my IoT devices are not as severe 
as other more traditionally connected machines, 
therefore these devices are a lower priority.” 

› “My vendors are not delivering patches.”

B. �Prioritize gaps in IoT security using threat modeling, 
starting with low impact devices

Challenging these key assumptions will help identify gaps in 
risk mitigation that were previously overlooked. Ask the basic 
questions of risk management, even if only in a qualitative way: 

A) “�What is the likelihood that this device will be 
compromised?” 

B) “�If this device is compromised, what will be the direct 
effect on my business core functions?” 

Threat modeling is essential to a successful IoT defensive 
strategy. Threat modeling will identify ways IoT devices can 
be attacked and compromised, and provide better input into 
your likelihood analysis as mentioned above. 

C. �Address key gaps in security with people, process and 
technology 

People: Invest in IoT commensurate with your business 
model. Start by dedicating some portion of the security 
team’s portfolio to this new class of vulnerabilities in order to 
maintain situational awareness. The assigned analyst should 
be familiar with the vulnerability management team . Enlist 
architects and engineers who understand the unique security 
needs, and testers who can develop strategies for IoT testing. 

Process: Focus on low impact IoT devices that won’t cause 
health and safety issues if you break them. Move on to higher 
impact devices once standard processes are more developed. 
Incremental change on specific devices that pose low impact 
to core business functions will likely be easier to initially 
implement into the vulnerability management program.  

Technology: IoT devices are a fundamentally different type 
of device, and traditional endpoint and network security 
controls are insufficient. Security providers are responding to 
this by developing tools that address specific protocols used 
by IoT devices and enhancing device authentication. 15 16 17 18

  
Security teams will be key to enhancing IoT adoption

The Internet of Things represents one of the most exciting 
waves of innovation of our time, with the potential to 
automate tasks in all industries and improve the quality of 
life for many.  

The IoT ecosystem is made up of potentially expensive 
equipment with long life cycles, demanding that security 
design mitigate current and future threats. Threat modeling 
is essential to help ensure proper investment in security 
solutions. With proper planning, assessment and risk 
mitigation, the benefits of the IoT ecosystem will be realized 
and security will play a pivotal role in speeding adoption.
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