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Optiv Security Limited  

Statement of Work Terms and Conditions 

These Optiv Security Limited Statement of Work Terms and Conditions (“Terms and Conditions”) govern the statement of work or other work order 
(“SOW”) between Optiv Security Limited or one of its Affiliates (the applicable entity identified in the SOW as providing Services is defined as 
“Contractor”) and the client described in the SOW (“Client”) and apply to all Services and Deliverables (both defined below) provided by Contractor.  
“Affiliate” or “Affiliates” means any entity that, directly or indirectly through one or more intermediaries, controls, is controlled by, or is under 
common control with a party to the SOW. 

1. Services and Deliverables.  The services to be performed by Contractor ("Services") and any deliverables to be provided by Contractor 
("Deliverables") are set forth in the SOW. 

2. Fees.  Client agrees to pay Contractor the fees set forth in the SOW.  Client further agrees to reimburse Contractor for actual, third party, reasonable 
travel and living expenses incurred by Contractor in connection with the performance of Services.  Unless otherwise specified in the SOW, expenses 
are subject to the Contractor Travel Policy, available upon request.  Client will pay or reimburse to Contractor all sales, service, value added and other 
taxes on the Services (other than tax imposed upon the income of Contractor).  Unless otherwise set forth in the SOW, Contractor’s invoices are due 
and payable by Client in full within thirty (30) days from the invoice date.  Undisputed invoices not paid within thirty (30) days from the invoice date 
will bear interest from the due date until paid at a rate of one and one-half percent (1.5%) per month or the maximum rate permitted by law, 
whichever is less.  Client shall also be responsible for all collection costs incurred by Contractor in connection with past due undisputed invoices. 

3. Warranties and Covenants.  Contractor covenants that it and its employees (“Contractor Personnel”) will provide the Services in accordance with: 
(i) the prevailing standard of care exercised by consultants in the information security industry, and (ii) applicable laws and governmental 
regulations.  If any material portion of the Services or Deliverables does not conform to the forgoing covenants, and Client notifies Contractor within 
fifteen (15) days of completion of the Services and delivery of Deliverables, then Contractor will work diligently to re-perform the nonconforming 
portion of the Services and/or Deliverables.  Contractor will not be responsible for nonconformities arising from inaccurate or incomplete data or 
information provided by Client, for failures or delays caused by Client’s failure to perform its obligations under the SOW or these Terms and 
Conditions, or for failures, damages or delays caused by third party hardware, software or other products.  Contractor hereby waives and disclaims 
all other warranties, express or implied, including without limitation implied warranties of merchantability and fitness for a particular purpose. Client 
agrees to reasonably cooperate with Contractor in the performance of Services.  Unless otherwise expressly stated in the SOW, the Services may be 
rendered at Client's, Contractor's or subcontractor's facilities or at other suitable locations. 

4. Ownership of Deliverables.  The parties agree that, except as specifically provided herein or the SOW, all Deliverables are the property of Client.  
Notwithstanding the foregoing, the parties agree that any know-how, processes, techniques, concepts, methodologies, tools, ideas, designs, 
inventions, patents, copyrights, improvements, processes, computer programs, software, source code, object code, graphics, intellectual property, 
information and/or pictorial representations that (i) Contractor developed prior to entering into the SOW with Client; (ii) is or are developed separate 
and apart from the SOW and Services at any time by Contractor, or (iii) led to or produced the results of the Services or that were otherwise used by 
Contractor to provide the Services (collectively, “Contractor Intellectual Property”) shall not be considered work for hire and shall remain the 
exclusive property of Contractor.  In the event Contractor Intellectual Property is incorporated into any Deliverables, Contractor grants Client an 
irrevocable, nonexclusive, royalty-free, limited license for Client to use Contractor Intellectual Property to the extent necessary to use such Deliverable 
for its internal purposes only. 

5. Confidential Information. 

5.1. Defined.  "Confidential Information," as used herein, means all information proprietary to a party or its affiliates any of its customers or 
suppliers that is marked as confidential or that due to its nature is known or in good faith should be known to be confidential.  Confidential Information 
of Client will be deemed to include, without limitation, all confidential Client data to which Contractor obtains access by performing the Services and 
any Deliverable containing such data.  Confidential Information of Contractor will be deemed to include, without limitation, all Contractor Intellectual 
Property.  The obligations of the party ("Receiving Party") that receives Confidential Information of the other party ("Disclosing Party") shall not 
apply to Confidential Information: (i) generally available to the public at any time at no fault of the Receiving Party, (ii) furnished at any time to the 
Receiving Party by a third party having the right to furnish it with no obligation of confidentiality to the Disclosing Party, (iii) independently developed 
by the Receiving Party by individuals not having access to the Confidential Information of the Disclosing Party, (iv) approved for use or disclosure by 
written authorization from the Disclosing Party or (v) required to be disclosed pursuant to a valid order by a court or other governmental entity with 
jurisdiction, provided that the Receiving Party provides the Disclosing Party with prompt written notice of such order in order to permit the Disclosing 
Party  to challenge such disclosure. 

5.2. Obligations.  The Receiving Party agrees not to disclose or use any Confidential Information of the Disclosing Party in violation hereof and to 
use Confidential Information of the Disclosing Party solely for the purposes hereof.  Upon demand by the Disclosing Party, the Receiving Party shall 
return to the Disclosing Party all copies of the Disclosing Party's Confidential Information in the Receiving Party's possession or control and destroy 
all derivatives and other vestiges of the Disclosing Party's Confidential Information; provided that the Receiving Party may retain one archival copy 
solely for the purpose of administering  its obligations under the SOW; and provided further that Client may retain any Deliverables subject to any 
license set forth herein.  All Confidential Information of the Disclosing Party shall remain the exclusive property of the Disclosing Party.  The Receiving 
Party may disclose Confidential Information of the Disclosing Party to its employees, officers, directors and representatives who have a reasonable 
need to know such Confidential Information in connection with the Services. 

5.3. Injunction.  Both parties agree that violation of any provision of this Section 5 would cause the Disclosing Party irreparable injury for which it 
would have no adequate remedy at law, and that the Disclosing Party will be entitled to immediate injunctive relief prohibiting such violation, in 
addition to any other rights and remedies available to it. 

6. Data Processing.  To the extent that either party processes Personal Data of the other in connection with the transaction(s) contemplated 
hereunder, the following data processing terms shall apply. 
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(a) Definitions. 
“Business Purposes” means as needed for Contractor to perform the Services and provide the Deliverables; as specified in a SOW; as otherwise 
agreed upon between the parties in writing from time to time; and/or as required by law. 
“Data Protection Laws” means all applicable privacy and data protection laws, including the GDPR and any applicable national implementing laws, 
regulations and secondary legislation in any Member State of the European Union relating to the processing of Personal Data and the privacy of 
electronic communications, as amended, replaced or updated from time to time, including the Privacy and Electronic Communications Directive 
(2002/58/EC). 
“Data Subject” means an individual who is the subject of Personal Data. 
“Personal Data” means any information relating to an identified or identifiable natural person that is processed by Contractor for Client or processed 
by Client for Contractor as a result of, or in connection with, the provision of the Services and Deliverables and any applicable SOW; an identifiable 
natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, identification number, 
location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity 
of that natural person. 
“Personal Data Breach” means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or 
access to, the Personal Data transmitted, stored or otherwise processed by one party for the other hereunder. 
“Process”, “Processes” or “Processing” means any operation or set of operations which involves use of Personal Data, whether or not by automated 
means, including but not limited to: collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

(b) Processing Purposes and Personal Data Types. 
i. Processing.  Contractor and Client each acknowledge that for the purposes of the Data Protection Laws: (a) Client is, depending on the 

data, a controller or a processor of the Personal Data (“Client Personal Data”), and in regards to Client Personal Data, Contractor is the 
processor or sub-processor thereof; and (b) Contractor is, depending on the data, a controller or a processor of the Personal Data 
(“Contractor Personal Data”), and in regards to Contractor Personal Data, Client is the processor or sub-processor thereof.  Each party, in 
its capacity as processor or sub-processor of the other party’s Personal Data may hereinafter be referred to as “Processor”. 

ii. Purposes.  The duration, Personal Data categories, and Data Subject types that each party may process for the other are as follows: 
A. DURATION OF PROCESSING. Term of the relevant SOW, otherwise as necessary to fulfill obligations hereunder, and as required by 

law.  

B. PERSONAL DATA CATEGORIES. Client’s employees’ names and contact information, which may include but is not limited to business 

addresses, email addresses, phone numbers, IP addresses, user names, and transaction history.  Contractor’s employees’ names and 

contact information, which may include but is not limited to business addresses, email addresses, and phone numbers.    

C. DATA SUBJECT TYPES.  Current, former, prospective employees of Client; current and former employees of Contractor. 

(c) Data Processing Representations and Warranties. 
Each party, as a Processor of the other party’s Personal Data, represents and warrants that it will: 

i. process Personal Data only to the extent and in such manner as is necessary for the Business Purposes and that it will not process the 
Personal Data for any other purpose or in a way that does not comply with these Terms and Conditions or the Data Protection Laws; 

ii. take appropriate technical and organizational measures to prevent the unauthorized or unlawful processing of, accidental loss or 
destruction of, or damage to, Personal Data in its control or possession, and will ensure a level of security appropriate to: (A) the harm 
that might result from such unauthorized or unlawful processing or accidental loss, destruction or damage, (B) the nature of the Personal 
Data protected, and (C) comply with all applicable Data Protection Laws; 

iii. ensure that all personnel who have access to and/or process Personal Data are obliged to keep the Personal Data confidential and not to 
disclose it to third parties unless such disclosure is specifically authorized by the other party, or as required by law; 

iv. promptly comply with any request or instruction of the other party requiring Processor to amend, transfer, delete or otherwise process 
the Personal Data, or to stop, mitigate or remedy any unauthorized processing; and 

v. promptly notify the other party of any changes to Data Protection Laws that may adversely affect Processor’s performance hereunder. 
(d) Processor Personnel. 

i. Employee training.  Processor will ensure that all of its employees who handle Personal Data have undertaken training on the Data 
Protection Laws, and are aware of Processor’s duties and obligations under: (i) the Data Protection Laws; and (ii) these Terms and 
Conditions, including any applicable SOWs. 

ii. Background Checks.  Processor will conduct background checks on all of its employees with access to Personal Data, consistent with 
applicable law. 

iii. Subcontractors.  Each party consents to Processor’s use of Affiliates and subcontractors for the processing of Personal Data in connection 
with the Business Purposes; provided that Processor shall inform the other party of any new sub-processor it intends to engage, to allow 
such party to object to the engagement of any such sub-processor. Processor shall require all of its sub-processors to abide by substantially 
the same obligations as are required under these Terms and Conditions and Processor remains responsible at all times for its Affiliates’ 
and sub-processors’ compliance with the terms herein. 

(e) Security Standards.  Processor has implemented and will maintain appropriate technical and organizational measures to protect against 
unauthorized or unlawful processing, loss, destruction of, or damage to the Personal Data in Processor’s control or possession, appropriate to: 
(a) the harm that might result therefrom; and (b) the nature of the Personal Data to be protected, having regard to the state of technological 
development and the cost of implementing any such measures. Processor will review its security measures, at least annually, to ensure such 
measures remain current and complete. 

(f) Personal Data Breach. 
i. Loss or Destruction.  Processor will promptly and without undue delay notify the other party if any of the other party’s Personal Data in 

Processor’s control or possession is lost or destroyed, or becomes damaged, corrupted, or unusable.   
ii. Notification.  Processor will, as soon as practicable and without undue delay, notify the other party if it becomes aware of any Personal 

Data Breach of the other party’s Personal Data in Processor’s control or possession, and shall provide the other party with a description of 
the nature of the Personal Data Breach, including approximate number of Data Subjects and Personal Data records concerned, likely 
consequences, and description of measures taken or proposed to mitigate possible adverse effects. Processor will not inform any third 
party of any such Personal Data Breach without first obtaining the other party’s prior written consent, except when required to do so by 
law.  Processor agrees that the other party, or where the other party is acting as a processor on behalf of a controller, that controller, has 
the sole right to determine: (a) whether to provide notice of the Personal Data Breach to any Data Subjects, supervisory authorities, 
regulators, law enforcement agencies or others, as required by law or regulation or, as applicable, in the other party’s or the third-party 
controller’s discretion, including the contents and delivery method of the notice; and (b) whether to offer any type of remedy to affected 
Data Subjects, including the nature and extent of such remedy. 



Version 09-04-18 

 

iii. Remedy and Assistance.  Immediately following any Personal Data Breach of the other party’s Personal Data in Processor’s control or 
possession, the parties will co-ordinate with each other to investigate the matter. Processor will reasonably co-operate with the other 
party, including (i) assisting with any investigation; (ii) facilitating interviews with employees, former employees and others involved in 
the matter; (iii) making available all relevant records, logs, files, data reporting and other materials required to comply with all Data 
Protection Laws or as otherwise reasonably required by the other party; and (iv) taking reasonable and prompt steps to mitigate the effects 
and to minimize any damage resulting from such Personal Data Breach. 

iv. Expense.  Each party will cover all expenses associated with its performance of its obligations required under this Section. 
(g) Cross-Border Transfers of Personal Data.  Client consents to Contractor’s processing of Personal Data outside the European Economic Area 

(“EEA”), specifically in the United States of America.  In order to comply with the Data Protection Laws, the parties agree to (1) comply with, and 
execute as necessary, the latest version of the Standard Contractual Clauses/EU Model Clauses, which are hereby incorporated by reference 
(where Client is the entity exporting Personal Data to Contractor outside the EEA), and (2) take all other actions required by law to legitimize the 
transfer.  In the case of conflict or ambiguity between any of these Terms and Conditions and the Standard Contractual Clauses, the provisions of 
the Standard Contractual Clauses will prevail. 

(h) Data Subject Requests and Third Party Rights. 
i. Data Subject and Supervisory Authority Requests.  Each party will, at no additional cost, take such technical and organizational 

measures as may be appropriate, and promptly provide such information as may reasonably be required, to enable the other party to 
comply with: (i) the rights of Data Subjects under the Data Protection Laws, including Data Subject access rights, the right to rectify and 
erase Personal Data, the right to object to the processing and automated processing of Personal Data, and the right to restrict the processing 
of Personal Data, and (ii) information or assessment notices served on the other party by any supervisory authority under the Data 
Protection Laws.  Processor will notify the other party within five (5) business days if it receives a request from a Data Subject for access 
to their Personal Data or to exercise any of their related rights under the Data Protection Laws. 

ii. Compliance Notification and Cooperation.  Processor will notify the other party as soon as practicable if it receives any complaint, notice 
or communication that relates directly or indirectly to the processing of the other party’s Personal Data or to the other party’s compliance 
with the Data Protection Laws.  Processor will give the other party its reasonable co-operation and assistance in responding to any such 
complaint, notice, communication or Data Subject request. 

iii. Disclosure.  Processor shall not disclose the other party’s Personal Data to any Data Subject or to any third party, other than at the other 
party’s or the relevant data controller’s direct request or instruction, unless otherwise required by law. 

(i) Records and Audit. 
i. Records.  Processor will keep detailed, accurate and up-to-date written records regarding any processing of the other party’s Personal 

Data.  Processor will ensure records are sufficient to enable the other party to verify compliance with the obligations under these Terms 
and Conditions, and Processor will provide the other party with copies of such records upon thirty (30) days prior written request. 

ii. General Audits.  Throughout the term hereof, and upon at least thirty (30) days advance notice, Processor will allow the other party to 
audit its books, records, policies and procedures pertaining to Processor’s processing of the other party’s Personal Data, to verify 
compliance with these Terms and Conditions.  Processor will provide the other party with reasonable assistance to conduct such audits; 
provided, however, that audits shall be limited to once per twelve (12) month period and shall be conducted so as not to interfere with 
Processor’s normal business operations. 

iii. Annual Assessments.  At least once a year, Processor will conduct audits of its Personal Data processing practices and the information 
technology and information security controls for all facilities and systems used in complying with its obligations under these Terms and 
Conditions.  Processor agrees that it will promptly address any exceptions noted in its audit reports. 

iv. Data Return and Destruction.  At the other party’s request, Processor will give the other party a copy of or access to all or any requested 
part of the other party’s Personal Data in Processor’s possession or control in the format and on the media reasonably specified by the 
other party.  Upon termination or expiration of the applicable SOW for any reason, and upon written direction of the other party, Processor 
will securely delete, destroy, or return and not retain, all or any of the other party’s Personal Data in Processor’s control or possession 
related hereto.  Processor agrees that it will certify in writing after it has completed destruction of the other party’s Personal Data once 
such destruction is complete. 

7. Indemnification.  Except to the extent caused by the acts, errors or omissions of the indemnified party, each party shall indemnify, defend and hold 
harmless the other party and its affiliates and their respective officers, directors, employees and agents from and against third party claims made 
against the indemnified party for death, bodily injury or physical damage to or loss or destruction of any real or tangible personal property to the 
extent caused by the indemnifying party’s gross negligence or willful misconduct. 

8. Limitation of Liability.  In no event will either party or its affiliates (including, without limitation, Contractor’s Affiliates) or suppliers, or any of their 
respective officers, directors, employees, or agents, be liable to the other party or its affiliates, whether in contract or in tort or under any other legal 
theory (including, without limitation, strict liability and negligence), for lost profits or revenues, loss of use or loss or corruption of data, for equipment 
or systems outages or downtime, or for any indirect, special, exemplary, punitive, multiple, incidental, consequential or similar damages, arising out 
of or in connection with the SOW or otherwise, even if advised of the possibility of such damages.  In no event will Contractor’s, Contractor’s Affiliates’, 
their supplier’s, or their respective officers’, directors’, employees’ or agents’ aggregate liability for all claims arising out of or in connection with the 
Services, Deliverables, the SOW and otherwise exceed the amount of fees actually paid by Client to Contractor under the SOW.  No action regarding 
the Services or Deliverables, other than with respect to payments hereunder, may be brought more than one (1) year after the first to occur of either 
(a) the conclusion of Services and delivery of any Deliverables under the SOW, or (b) the claimant party's knowledge of the event giving rise to such 
cause of action. 

9. Non-Solicitation.  Client agrees that it and its affiliates, and their employees, will not, either during or for a period of twelve (12) months after 
termination or expiration of the SOW, solicit to hire as an employee or contractor any of Contractor’s and/or Contractor’s Affiliates’ employees.  
Publication of open positions in media of general circulation (e.g., Internet website job postings) will not constitute solicitation of employees.  If Client 
or one of its affiliates hires any employee(s) of Contractor and/or Contractor’s Affiliates prior to expiration of the twelve (12) month period, as an 
employee or contractor, Client agrees to pay to Contractor or Contractor’s Affiliates, as applicable, within thirty (30) days of the hiring date, an amount 
equal to the person’s annual compensation (including bonuses) at Contractor and/or Contractor’s Affiliates at the time of his or her departure from 
Contractor and/or Contractor’s Affiliates. 

10. Contractor’s Affiliates.  Contractor’s Affiliates, and/or employees of Contractor’s Affiliates, may provide Services under the SOW.  Such Affiliates 
and/or their employees that provide Services will be subject to these Terms and Conditions.  Only the entity that is defined as Contractor and/or 
provides Services will be liable under these Terms and Conditions with respect to such Services.  There shall be no joint and several liability with 
respect to entities that do not provide Services under these Terms and Conditions.   
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11. Assignment.  Except as otherwise set forth in these Terms and Conditions, neither party may assign the SOW or these Terms and Conditions without 
the prior written consent of the other party.  Notwithstanding the foregoing, either party may assign the SOW or these Terms and Conditions without 
consent to any parent, subsidiary or other affiliate, in connection with a merger involving any of its affiliates or in connection with an acquisition of 
all or substantially all of such party’s assets or equity interests.  In addition, Contractor may assign the SOW or these Terms and Conditions to an 
Affiliate. 

12. Notices.  Any notice permitted or required under these Terms and Conditions shall be deemed to have been given if it is in writing and (i) personally 
served or delivered, (ii) mailed by registered or certified mail (return receipt requested), or (iii) delivered by a national overnight courier service 
with confirmed receipt, to the parties at the addresses set forth in the SOW.   

13. Governing Law.  The SOW and these Terms and Conditions will be governed by, and construed and enforced in accordance with, the laws of England 
and Wales, excluding conflicts of law principles.  Exclusive jurisdiction for any lawsuit or claim in connection with the SOW and these Terms and 
Conditions shall be in the courts of England and Wales. 

14. Execution in Counterparts.  The SOW may be executed in any number of counterparts, each of which shall be deemed an original, and all of which 
together shall constitute one and the same agreement.  Delivery of an executed counterpart of the SOW by electronic transmission or any other 
reliable means shall be effective for all purposes as delivery of a manually executed original counterpart.  Either party may maintain a copy of the 
SOW in electronic form. 

15. Miscellaneous.  These Terms and Conditions are made a part of and incorporated into the SOW.  The SOW and these Terms and Conditions constitute 
the entire agreement between the parties with respect to its subject matter.  These Terms and Conditions shall govern in the event of a direct conflict 
with the SOW unless the SOW expressly specifies that the SOW shall control in the event of a direct conflict.  During the term of the SOW, a purchase 
order, acknowledgment form or similar routine document may be used.  The parties agree that any provisions of such routine documents, which 
purport to add to or change, or which conflict with the provisions of the SOW or these Terms and Conditions shall be deemed deleted and have no 
force or effect.  No forbearance, failure or delay in exercising any right, power or privilege is waiver thereof.  In the event a court of competent 
jurisdiction holds any provision of the SOW or these Terms and Conditions invalid or unenforceable, the remainder of the SOW and these Terms and 
Conditions will continue in effect.  Each party agrees that it will not, without prior written consent of the other party, use in advertising or other 
publicity the name of the other party.  Neither party is liable for non-performance under the SOW and these Terms and Conditions to the extent to 
which the non-performance is caused by events or conditions beyond that party's control; provided, however, this shall not apply to either party's 
obligations with respect to payments pursuant to the terms of the SOW and these Terms and Conditions. 

 

 

 


