
S.O.S. – Save Our SIEM
Getting More Value Out of an Existing SIEM

SIEM is not dead. At times it may seem like it’s on life 
support, as neglect and lack of resources lead many 
companies to abandon the in-house security operations 
center (SOC) and migrate to managed security service 
provider (MSSP) solutions. It is not uncommon to hear 
mounting frustration over security information and event 
management (SIEM) solutions that struggle to provide 
significant value. Typical short-term pains keep the focus 
on custom log sources, additional hardware to support an 
expanding network and new content. While addressing 
these immediate needs, it often becomes apparent that 
key concepts of successful SIEM deployments are either 
incomplete or absent altogether. 

We often hear requests such as, “I 
would like my analysts to receive a 
notification after five failed logins 
from a single account.” It’s a common 
use case and a reasonable request. 
However, when we begin asking the 
question of,  “do you know what to 
do when this notification occurs or if 
alerts flood the SOC?”, more often than 
not, the response is a blank stare.

Why are the fundamentals of 
information security often forgotten 
when applied to SIEM? More 
importantly, what can we do to foster 
the awareness and support that a 
successful SIEM operation requires?  
Can we, or should we, do more than 
support the patchwork attention 
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many organizations ask us to give 
their SIEM and ultimately, their SOC, 
and help ensure a long-term strategy 
exists? Does it makes sense to make 
the SIEM the ultimate supporter in an 
organization’s information security 
policy, as it was designed to be?

Often, the first question to ask a 
client managing SIEM is what are, or 
were, the driving factors addressed 
by SIEM? An answer such as 
“security” or “compliance” immediately 
creates a challenging situation. 
Not that those are undesirable goals, 
they are just too broadly defined. 
Security from what specifically? 
Compliance with what specifically? 
The follow-up questions may or may 
not provide any clarity. Therefore, we 
encourage employing SMART goals; 
goals that are specific, measurable, 
attainable, realistic and time-bound. 
For example, if maintaining information 
security is a main objective, the goal 
of being secure is not a SMART goal 
as no system can ever be 100 percent 
secure and still participate on a 
network. Therefore, a better goal would 
be to improve the identification of 
acceptable use policy violations by 
95 percent within the next quarter. 

As regulatory compliance is 
concerned, an organization may 
have deployed a SIEM simply to 
satisfy those requirements. 
As we know, just having a centralized 
log management solution does not 
mean an organization is compliant. 
Audits require evidence, which 
SIEM can provide with minimal 
manual effort if those goals are 
baked in at the beginning.

Whatever the goals of the SIEM, it is 
essential that top management has a 
clear and communicated vision that 
inhibits the inmates from running 
the asylum. From experience, many 
organizations have internal plans that 
conflict across the analysts, engineers 
and managers involved. Though these 
are reasonable plans, they tend to create 
contention, frustration and a stalemate 
to a loosely understood end state. The 
vision should be documented in the 
organization’s information security 
policy, or other approved official 
documentation. The best way to stay 
on the path is to document it, review 
it regularly and control its adherence. 

That being said, several SIEM 
deployments would benefit if additional 

policies, procedures and standards are 
defined. Some, such as the information 
security policy, are critical to a SIEM’s 
success. If an organization lacks theses 
defined policies, or they were not taken 
into consideration at the time of the 
implementation, it is imperative that 
this be the first step in the review of 
a SIEM deployment. This should take 
place before an organization goes 
any deeper down the rabbit hole.

SMART GOALS

Specific

Measurable

Attainable

Realistic

Time Bound

Critical Policies and Standards - Making or Breaking a 
Successful SIEM

Information Security Policy 
Though it sounds like a no-brainer, 
it’s surprising how many SIEM 
implementations don’t start here.   
Not having or referencing the 
security objectives of the organization 
before implementing a SIEM is like 
entering the Daytona 500 without 
ever driving a car. If no formal 
information security policy exists, it 
is strongly recommended that one be 

developed. The policy should describe 
the management’s overall security 
objectives, roles and responsibilities. 
These policies can then provide 
direction and prevent IT security 
managers from keeping SIEM in an 
expensive silo that only utilizes a 
fraction of the overall capabilities. The 
SIEM should support all objectives in 
your information security policy, but 
not necessarily be limited to them.

The security policy is also the ideal 
place to start for use case development. 
Security managers will most likely want 
their analysts to be aware of common 
exploitation attempts. However, 
if the security policy specifically 
defines that protecting intellectual 
property is the top priority, the first 
use cases should be outlined to alert 
on attempts to subvert IP protections 
or data exfiltration attempts.
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Data Classification Policy 
Data classification should be outlined 
in the information security policy and 
should reflect the goals and strategies 
of top IT security management. This 
is critical for defining in scope data. 
Without a classification standard, 
logging becomes subjective and data 
sources are forgotten. Business critical 
or high-risk data should be classified as 
the most critical, as should any controls 
protecting or authenticating said data.  
Because of the expense or business 
disruption a breach could cause, data 
that includes personally identifiable 
information (PII), primary account 
numbers (PAN), HIPAA and SOX 
data, should have the highest 
classification. A successful SIEM 
implementation will consume all of 
this data. After data classification, 
all data classified at the highest level 
should be checked to confirm that it 
is configured to report to the SIEM. 

Classification can also be used to define 
retention requirements. For example, 
data classified as critical might be 
retained for one year; high for 180 
days, and low or operational data for 
30 days. This can help alleviate the 
cost of storage when the majority of 
data is not required to be available 
for the longest retention period.

Log Management Policy 
The log management policy 
document defines in detail which data 
classifications should log to SIEM, as 
well as how long logs are retained to 
satisfy security policy and regulatory 
compliance requirements. It should 
tie directly to the data classification 
policy, which explicitly states that 
it is mandatory for systems storing 
critical data to be logged to the SIEM 
for the longest retention period. A 
log management policy should also 
include the means SIEM uses to 
protect data at rest and in transit, 
as well as who will have access to 
the log data and to what degree.

The benefit is not only to spell out what 
systems log, but what events within 
those systems log. For example, stating 
that all production servers must log 
to the SIEM is not accurate enough 
because servers are configurable in 
what events they log. It’s better to 
have something more specific such 
as, all authentication, authorizations 
and remote access must log. 

Logging Configuration Standards 
It is not uncommon to find several of 
the same device types logging different 
information or at varying verbosity. 
This may occur from changes made 
when a device was originally configured, 
a change in the configuring engineer, 
or because no standard existed when 
the device was configured. A written 
standard can define the log settings 
by device type, application and/or 
classification. It should outline, in detail, 
the steps for configuring each device 
type. For devices that should log per the 
log management policy, this should be 
a reviewable item for a change control 
review. Configuration management or 
automated configuration solutions can 
enforce the standards and help ensure 
configurations remain consistent. 
They are also a great integration point 
for SIEM to alert when a logging 
configuration is changed or disabled

Network Diagrams  
SIEM communicates with several 
network nodes. Depending on the 
network architecture, routing and 
firewalls may be involved in the 
network flow. There is nothing more 
frustrating when integrating a new 
log source with SIEM than finding 
out upon configuration that the 
connectivity is not enabled. This can 
be determined if the current network 
diagrams exist and are available to 
the SIEM engineer. When firewall 
rules need to be added or modified, 
this puts a halt on progress due to the 
change control process.  The engineer 
can identify the need prior to SIEM 
configuration and get the change in at 
the onset, as opposed to retroactively. 

Furthermore, one of the most important 
security concepts for any security 
engineer is knowing the network.

Incident Handling Procedures 
Before any real-time alerts are 
distributed to analysts, determine 
how those alerts should be handled. 
During an incident is the absolute worst 
time for an analyst to ask what to do. 
Each use case should be documented 
with what the alert indicates and the 
steps that analysts should take to 
mitigate the incident. An escalation 
procedure is recommended if a SOC 
has limited access, resources or 
experience, but it depends on its design. 
Some organizations make the SIEM 
administrator solely responsible for 
incident handling. From experience, 
that establishes a conflict of interest 
and single point of failure. What 
happens during an incident when the 
SIEM administrator cannot be reached? 
Top management must understand 
the resources needed to enforce and 
respond to violations of their own 
policies. 

Procedures should also define what 
to do when excessive alerting is 
flooding analysts. The last thing you 
want analysts to do is ignore chatty 
alerts just because they are frequent. 
There should be an escalation path to 
a content developer for those cases. 
Coverage is also an important part of 
the incident handling procedure. Will 
the organization be running a 24x7 SOC 
or will it just respond during business 
hours? If resources are not available to 
run 24x7, which incidents should wake 
an engineer in the middle of the night 
and which can wait until morning? It all 
depends on the risk analysis that all use 
cases should undergo. 
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Change Management 
Knowing the network is critical to 
protecting it. Getting a point-in-time 
view of an organization’s network is 
relatively easy, but maintaining that 
view through the changes is a nearly 
impossible challenge for a SIEM 
administrator. That’s why information 
security should be involved in the 
change management process. The 
benefits go well beyond SIEM but 
for this discussion, it can be used 
to identify new network segments 
which need to be integrated into 
SIEM, device role re-provisioning 
and data classification assignment. 
Additionally, SIEM can be used to 
validate that change management 
procedures are being followed by 
monitoring environmental changes and 
comparing them with change records.

Asset Management 
It is not feasible for any one person in a 
large organization to keep track of every 
device that is either put into production 
or decommissioned. Therefore, a 
process should be in place to update 
the asset management database as  
part of the change control process. A 
good change control procedure should 
prevent a change on an asset not listed 
in the database. This ensures that new 
assets are accounted for, but what about 
decommissioned assets that are likely 
to never be removed from the database? 
SIEM content should be developed to 
identify when a device stops reporting. 
Follow-up procedures should be defined 
to confirm, either with the owner or 
through change management, that 
the device is no longer active and 
then removed from the database. 

This procedure can also be a great way 
to identify issues with log sources when 
the device is still otherwise functional. 

If possible, a SIEM engineer should 
integrate the database into the 
SIEM for content that can notify 
additions or removals, or plan on 
regular reviews of the database. New 
devices should be integrated with the 
SIEM based on data classification. 

If they get missed, as some surely will, 
access or integration with the asset 
database will provide a fail-safe.

Compliance Audits 
The SIEM engineer should work 
with internal auditors to understand 
compliance requirements. Discuss 
what evidence is needed and at what 
intervals. The goal should be to give 
auditors and compliance analysts the 
evidence they need before they need it. 
This is a good way to make sure that the 
data is adequate before it is requested 
by an external auditor. If evidence is 
required annually, provide reports to 
auditors quarterly. Auditors can then 
review the reports and identify any 
deficiencies before official submission. 
If policy allows, it may be a good idea 
to give them read access to the SIEM 
interface so they can conduct their own 
evidence gathering without requesting 
time from SIEM administrators.

Use Case Review 
After SIEM content is developed, 
notifications are sent to the 
SOC and reports generated for 
stakeholders. How can we ensure 
content won’t become stale?  

If content is developed for criteria 
that should never be satisfied under 
normal conditions, how do you know 
that the content is actually working? 
For this reason, all SIEM content 
should be evaluated at least annually 
to validate accuracy and functionality. 
Penetration tests are a great way 
to not only test content, but to test 
SOC response procedures. For those 
incidents that ideally will never happen, 
developers and engineers should 
force the conditions during annual 
evaluation to confirm content works as 
defined. All of the testing and validation 
should be documented as evidence 
and provided to auditors as needed.

Gap Analysis 
Once the critical data sources are 
feeding the SIEM, conduct an annual 
gap analysis process to identify any 
additional data sources that may 
or may not be in the log flow.

For example, a firewall protecting 
critical data may be logging, but 
what about authenticating systems 
providing access to that firewall? 

If a VPN user connects to that 
authenticating system from a public 
IP address, can it be traced back to 
that individual? That may require 
additional log integration of VPN 
devices and perimeter devices, but 
it will ensure the proper chain of 
events is forensically available.

 
Involving SIEM in Other Business Processes and Solutions

These documents form the foundation for SIEM strategy.  In order to keep SIEM up with the ever-changing environment, 
the following processes and solutions should have SIEM representatives involved.
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Operations 
SIEM is first and foremost a security 
tool. However, this does not mean 
it cannot serve other purposes. 
Administrators may not be primarily 
concerned about network security, but 
are likely to be concerned about errors 
on the systems they are responsible for. 
Gain additional value out of the SIEM 
by offering its services to engineering 
groups by directing notifications of 
application and/or system errors to 
them. Work with them to determine 
what logs should be processed and 
the conditions they would like to be 
notified on. If policy allows, give them 
read access to the SIEM so they have 
a centralized place to review their logs 
without relying on an administrator 
to provide them an export or 
connecting to multiple log repositories. 
Speedy diagnosis and minimal 
disruption are important benefits.

Information security policy development

Data classification policy development

Log management policy development

Logging configuration 
standard development

Network diagram review

Incident handling procedure 
development

SOC design

These are just some of the fundamentals we should look at 
opportunistically to better serve SIEM and its owners. 

Asset management integration

Change management involvement

Configuration management 
integration

Compliance audit involvement

Use case review process development

Gap analysis process development

Operational event integration

How We Got Here - Why Organizations with SIEM Struggle 
to Achieve Expected ROI 

SIEM is expensive to deploy. On top 
of the initial spend, there is ongoing 
maintenance, tuning and scaling that 
will consume the life of at least one 
engineer. Replacing a SIEM is likely 
even more expensive, so sticking with 
one that might barely get the job done 
is not uncommon. Since so much has 
already been invested, budgeting may 
not accurately reflect the true cost 
of a SIEM and ongoing costs may not 
have been evaluated properly before 
acquisition. Data continues to grow. 
Typical IT projects plan for about a 
five year lifecycle, whereas the SIEM 
lifecycle often exceeds that because of 
the vast amount of integration points. 

Complicating the justification for an 
on premise SIEM is that the cost of a 
breach is in some cases viewed  
as negligible. Target bounced back 
just two months after a breach, which 
initially resulted in a 46 percent drop in 
profit, to have their best performance 
in nine years.1 Home Depot saw a 21 
percent increase in their stock after 
their 2014 breach. 2 Identity thieves 
have struck with such commonality 
that their activity has been reduced to 
a minor inconvenience to the victims. 
Bottom line, if stakeholders don’t 
care about security, why should the 
businesses serving those companies 
care either? This is why we must 
make SIEM as valuable as possible.

One common trend is that many 
organizations are forgetting about 
SIEM and moving toward MSSP 
solutions, which likely indicates 
that resources invested in the on-
site SIEM are a loss. MSSP solutions 
can provide many benefits and are 
ideal for an organization without a 
SIEM or resources to support it. 

It’s important to keep in mind that 
MSSPs, unlike internal engineers, will 
not have intimate knowledge of what 
is normal behavior on the network. 
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Call to Action

Based on our experiences, we’ve learned that 
it’s likely in the company’s best interest to find 
ways to get more value out of its existing SIEM, 
rather than scrapping it for a new solution. If 
the foundational items were missed at time of 
deployment, there is a good chance that the 
organization will become dissatisfied with its 
SIEM solution. The goal is to guide the solution 
back to the start to determine where the true 
issues lie. When its benefits and implications are 
either unknown or misunderstood, that’s when 
SIEM failure can happen. It is very unlikely 
that the SIEM just doesn’t work. SIEM, like any 
other technology, simple does what it is told. 

Further, an internal analyst is more 
likely to monitor the SIEM console 
directly and can identify anomalies 
which are otherwise difficult to 
distinguish. Each organization should 
weigh the benefits versus the costs, 
keeping in mind that though MSSPs 
may satisfy regulatory compliance and 
be cheaper than running an in-house 

SOC, you must still consider the value 
that internal engineers and analysts 
can provide to your security program. 
If MSSP solutions are ideal for your 
organization,it is imperative to work 
with a partner that serves as a force 
multiplier to your existing investments. 
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