
STAYING AHEAD OF THREATS: RANSOMWARE 

MOBILIZE YOUR TEAM 
AND BE PROACTIVE  

Ransomware-when an attacker finds a way 
to run file encryption software on a machine 
and then demands payment for a decryption 
key-is nothing new. Criminals, however, are 
finding ransomware increasingly attractive, 
and the tools they use are evolving rapidly.

The best defense is planning and preparation. 
This brief outlines critical steps you should 
take now to ensure you’re ready when the 
next wave of ransomware attacks hits. 

Prepare your team and environment with these four tips

Continue for more on Optiv’s four steps
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Mobilize your team 
and make a plan. 
Assemble internal teams and 
create a coordinated response plan 
before trouble strikes. The plan 
should include working backups, 
detection and prevention controls, 
data classification, communication 
trees and rules of engagement 
for ransomware dealers. Does 
your organization plan to pay or 
negotiate ransom, or will you do 
nothing at all? Keep in mind, the 
FBI’s stance is to NOT pay up. 

Ransomware is a matter of when, not if. 
Prepare your organization and environment now for the worst-case scenario. 

Optiv is a market-leading provider of end-to-end cyber security solutions. We help clients plan, build and run successful 
cyber security programs that achieve business objectives through our depth and breadth of cyber security offerings, 
extensive capabilities and proven expertise in cyber security strategy, managed security services, incident response, risk 
and compliance, security consulting, training and support, integration and architecture services, and security technology. 
Optiv maintains premium partnerships with more than 350 of the leading security technology manufacturers. For more 
information, visit www.optiv.com or follow us at  www.twitter.com/optiv, www.facebook.com/optivinc and  
www.linkedin.com/company/optiv-inc.
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To learn more about how Optiv can help you address  
vulnerabilities and protect against ransomware, visit 
www.optiv.com today. 
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Backup and patch 
your systems. 
Develop a consistent, tested disaster 
recovery plan that includes solid 
backups. The plan should provide 
easy recovery from ransomware 
attacks, allowing you to wipe the 
infected system and restore from 
backup. Because Flash and Java are 
both common corporate tools and 
vectors for attackers, be sure they 
are always up-to-date and patched to 
the latest version. 

Have the right tools  
in place. 
•  Leverage endpoint monitoring solutions 

to gain visibility into processes and 
network traffic running on endpoints. 
These tools can also be used to block 
rogue processes. 

•  Filtering extensions in email will stop 
many malware attacks in their tracks. 
Optiv recommends blocking executable 
and zip file attachments, and filtering all 
other attachments for manual review. 

•  A low-cost and effective way to restrict 
malware (not just ransomware) from 
running on systems is AppLocker and 
associated software restriction GPOs.  
Cloud Access Security Brokers (CASBs) 
can also be used to block traffic calling 
home to ransomware command and 
control servers. 

Share information and 
learn from others. 
Disseminate ransomware 
information through your security 
awareness program with a special 
focus on phishing, as attackers 
typically target unsuspecting 
users as entry points. Optiv offers 
training courses on how to spot 
phishing attempts, user-created 
vulnerabilities and how to spot 
malicious downloads.
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