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Top of Mind Stories

Physical Identity and Access Management Critical for

@I Stopping Insider Cybersecurity Threats

lL What are you doing to track insider threat? Learn the
importance of physical identity and access management

IAM (PIAM) to cross reference employee behavior to see

what’s normal, and what’s not.

Cloud-Based Security Helps Channel Partners Cut
Client Costs

For most organizations, the move to the cloud doesn’t

come easily. Learn how tech vendors are partnering with
CLOUD cloud providers and IT security vendors to broaden the


http://app.intouch.optiv.com/e/es?s=804435443&e=18987&elqTrackId=d51263bf6a514902b4ea02352d9c58fd&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.securitysales.com_article_physical-5Fidentity-5Fand-5Facccess-5Fmanagement-5Fcritical-5Ffor-5Fstopping-5Finsider-5Fcybe-3FelqTrackId-3D15c2ba7e1f80443a9efee4ecf690e3a2-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=tT9CaqyUAq_VzMboiuACiPQ_OXxCZUOTmOkM1MZsNGU&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.securitysales.com_article_physical-5Fidentity-5Fand-5Facccess-5Fmanagement-5Fcritical-5Ffor-5Fstopping-5Finsider-5Fcybe-3FelqTrackId-3D15c2ba7e1f80443a9efee4ecf690e3a2-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=tT9CaqyUAq_VzMboiuACiPQ_OXxCZUOTmOkM1MZsNGU&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__searchcloudprovider.techtarget.com_feature_Cloud-2Dbased-2Dsecurity-2Dhelps-2Dchannel-2Dpartners-2Dcut-2Dclient-2Dcosts-3FelqTrackId-3D61d51d1c80b1403ca6465d37bf0c84b6-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=pgpcssALUWbycfIO4f4UDQ3qQXtoaU9zVBu4AlkjC1Q&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__searchcloudprovider.techtarget.com_feature_Cloud-2Dbased-2Dsecurity-2Dhelps-2Dchannel-2Dpartners-2Dcut-2Dclient-2Dcosts-3FelqTrackId-3D61d51d1c80b1403ca6465d37bf0c84b6-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=pgpcssALUWbycfIO4f4UDQ3qQXtoaU9zVBu4AlkjC1Q&e=
http://www.optiv.com/?elqTrackId=f492c4b73f964adc9ccb625500e5c710&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=

suite of products they offer customers to keep up with

demand.
@] Threat: New Phishing Campaign
lL Optiv MSS identified an active phishing campaign against
A the education sector (though other industries should stay

vigilant) that tricks victims into entering their single sign-on
SSO (SSO) information into a fake portal, allowing the attacker
to harvest their credentials and change direct deposit
destination information.

e Delivery: Email
Frequently used email subject lines from attackers
include “important message from the [target
university] staff portal,” or “a payment has been
made to your account.” The links within redirect to
the fake SSO portal.

o Attacker Goal: Gain Your Confidence
An attacker must lure you into taking an action. If
they can’t convince you to click the link or open the
file, the attack fails.

e Response: Use Caution and Report
The key to defeating this attack is to be suspicious
of unexpected emails, even if at first glance the
email appears valid. You are the first line of

defense!
LY Stay Safe While Traveling
- - Remember to stay safe during summer travel, read these
A YA tips to learn more!
-
T P Return to Top

Where We'll Be

Visit us at Booth #1008 in the exhibit hall at Black Hat and register for our


https://www.optiv.com/blog/threat-advisory-single-sign-on-phishing?elqTrackId=ba5b9bc4078b4b9bbae0093e4880464c&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/blog/online-surfing-tips-for-summer-safety?elqTrackId=6626ac3539a64cfe8262a01d6cab2e05&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/blog/online-surfing-tips-for-summer-safety?elqTrackId=c79893288098474c8a27b75b4d2f518b&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/blog/online-surfing-tips-for-summer-safety?elqTrackId=c79893288098474c8a27b75b4d2f518b&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/about-us/events/black-hat-usa-2016?elqTrackId=53594a4143bc418a978c60b1a11a6560&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=

after party at LIGHT Nightclub in Mandalay Bay on August 3. And you won’t
want to miss these informative presentations:

e Tom Steele on BurpBuddy
e John Ventura on network steganography
e Pete Arzamendi on Serpico, a pen test report tool

Return to Top

Spotlight: Content You Can

ldentity Defined Security
& Primer:
‘ Y Learn how Identity Defined

- Security can help ease the
challenges of perimeter-based
security.

4’
IDENTITY DEFINED
SECURITY (IDS)

Primer

Return to Top

Optiv In the News

We’re continuing to grow our capabilities so that we can bring you all the
people, process and technologies you need to build a security program that
enables your business. In fact, we've just completed three acquisitions in 90
days!

e April 2016 - Optiv Expands Identity and Access Management
Leadership Position with Close of Advancive Acquisition


https://forms.na1.netsuite.com/app/site/crm/externalcustrecordpage.nl?compid=1069687&formid=17&h=AACffht_4z1O9kI5nk6kHoRPYMtqDoHQzj0%3D&custrecordeventcamp=2016+Las+Vegas+Black+Hat+After+Party+0803&elqTrackId=e93fcfb02e7e40199a5b10e8f32224c2&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/identity-defined-security-ids-solution-primer?elqTrackId=a83fb7fce1b7403db901a76e4c28b663&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/identity-defined-security-ids-solution-primer?elqTrackId=a83fb7fce1b7403db901a76e4c28b663&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/about-us/press-releases/optiv-security-expands-identity-and-access-management-leadership-position-with-close-of-advancive-acquisition?elqTrackId=391104ba730742fca9ea91f69a197e98&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/identity-defined-security-ids-solution-primer?elqTrackId=e370367d8fd34372b22901906c6db64d&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=

e May 2016 — Optiv Acquires Substantially All Assets of Evantix to Build
Industry’s First Holistic, Cloud-Based Third-Party Risk Solution

e June 2016 - Optiv Further Strengthens New England Presence with
Acquisition of Adaptive Communications

We’re also proud to announce the appointment of former Experian technology
leader Paul Lehman as chief information officer (CIO).

Return to Top

Client Success Stories

Utility Company Adds Value and Reduces Risk with
Successful SIEM Implementation

A large utility company knew it needed help monitoring security events, but
lacked the product knowledge and resources to implement a solution. The
utility partnered with us to create an implementation plan to successfully roll out
a new security information and event management (SIEM) solution. Learn
more in the client spotlight and infographic.
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We're Always Learning



https://www.optiv.com/about-us/press-releases/optiv-security-acquires-substantially-all-assets-of-evantix-to-build-industrys-first-holistic-cloud-based-third-party-risk-solution?elqTrackId=489bf177b32b4198bd3656cc760accd5&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/about-us/press-releases/optiv-security-further-strengthens-new-england-presence-with-acquisition-of-adaptive-communications/?elqTrackId=12d6d8df31f445dbb6fea8873703767a&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/about-us/press-releases/optiv-security-appoints-former-experian-technology-executive-paul-lehman-as-chief-information-officer?elqTrackId=9823b655681a44908549c4f09bd617d4&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/about-us/press-releases/optiv-security-appoints-former-experian-technology-executive-paul-lehman-as-chief-information-officer?elqTrackId=9823b655681a44908549c4f09bd617d4&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/utility-company-adds-value-and-reduces-risk-with-successful-siem-implementation?elqTrackId=89f6f1dc9037404fb81896d2b7890fb4&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/streamlining-an-effective-siem-implementation?elqTrackId=9cbd05f66b2947178ce65c225b42d752&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/streamlining-an-effective-siem-implementation?elqTrackId=6f7ec88781cf43759b6c9af4c679a7f2&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=
https://www.optiv.com/resources/library/utility-company-adds-value-and-reduces-risk-with-successful-siem-implementation?elqTrackId=c5bc5e7b61b342ecbee51c0d5a97ba33&elq=f7d140c8565943fba1cd749bd28750e0&elqaid=1296&elqat=1&elqCampaignId=

Optiv employees share their
cyber security industry
recommendations.

Meet Heath Nieddu
(@HeathNieddu), a member
of our solutions research team
in the Office of the CISO.

Heath says, "As a security program research analyst, my resource list feels
endless sometimes. For every piece of research | do, | consult dozens of
sources and interview experts. The list below includes security sources and
tools | often use in my research.”

Heath's Top 10:

e The CERT Guide to Insider Threats

e BeyondCorp: A New Approach to Information Security (white paper by
Google describing their approach to trestles networks)

e Security Metrics by Andrew Jaquith

e RSA, Black Hat, Microsoft Ignite, CIS, ISSA, and IEEE to check out
conference agendas and learn about industry trends

e Verizon DBIR

e Data Driven Security (book and podcasts)

e AWS (my current lab space for network, OS, FW, IAM and Python
learning)

e Down the Security Rabbithole (Podcast)

e CISSP All-in-One by Shon Harris

o DarkReading (and the DarkReading mobile app)

Return to Top

Explore more at



https://urldefense.proofpoint.com/v2/url?u=https-3A__twitter.com_-40heathnieddu-3FelqTrackId-3DE0484BE3DD430FF3954682FD11E14842&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=R2orGkq9Kn8WNEV2Av_YFvSRK5eenc4w8oLNQukN-bE&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__resources.sei.cmu.edu_library_asset-2Dview.cfm-3Fassetid-3D30310-26elqTrackId-3De64530f5d6cb43658104b7e2e3370df0-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=fbBbgZCkOwiowfR6kxV3ehQm7alz6vIII3FbXBqPCZA&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__research.google.com_pubs_pub43231.html-3FelqTrackId-3Dc773623662544f25bdd4141e1e8007f2-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=w-PKHtwCzoVJvLANWS4o9rEgmKoG3f77XuWy8NJQ_Qo&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.amazon.com_Security-2DMetrics-2DReplacing-2DUncertainty-2DDoubt_dp_0321349989-3FelqTrackId-3D833fe07eae77444c94aa8e7b51ae8cbc-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=-72V_p6wwSu82F2_vMI3Mt8eqgJjuiZoF_iQ6JsQQ6w&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.rsa.com_en-2Dus-3FelqTrackId-3D2044af73bc8f481a933b40c7e5916ead-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=_OCm7VUX7FiZmFELxAUiwhLsh1Ttz32qOIxDVgJbRjM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.blackhat.com-3FelqTrackId-3D630cc07d1c354e42a2b9f08b7a791f01-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=IlV4zgy-X7b6V7IQ8g5iIqFyp6Ux_n2pkCTwZ0FFPyk&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__ignite.microsoft.com_-3FelqTrackId-3D5f78b4a72e4a4ee49a2b7eddab9c2ca1-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D-23fbid-3DU0yCVB9AIxk&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=rgfLukE9eLrAPwphVjD0CuDaqrtJEiv4qgnjd9iMRLY&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cisecurity.org_-3FelqTrackId-3D47c6bcefc65c4e20af7fea70cd75a241-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=Zh5o8fAQrzHEzwXzTVS_lR3_OhRCjML6VH1gikK-ST4&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.issa.org_-3FelqTrackId-3D35843c462b6b48268748f7305c06cb83-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=BK58gHI8Viz-rkeAMyHwc74gzvCnnCt1UxE8UfnnAcU&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.ieee.org_index.html-3FelqTrackId-3D3795663f68784a2db0be1cd6053b32ea-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=7eCoBFzNlBGoijoXUubSqwlVU1FZdBslKDM5RaHohTs&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.verizonenterprise.com_verizon-2Dinsights-2Dlab_dbir_-3FelqTrackId-3Daaa19640b047457386530404531f7f42-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=WRbyam71WxZmU6WcdvtHbuhUK8UdYdpHJ2velKNkfK4&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__datadrivensecurity.info_-3FelqTrackId-3Dabcf75b5eb69486f86462a3fb67ed884-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=Cv1PXa77ccFcy1GjPOlo85hpRDiwoPfKgJwy5w9ceE4&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__aws.amazon.com_training_-3FelqTrackId-3Dbd06068a384844cc9fd3013f94f2d4b7-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=Z4_yweTN1HSaHuBXhcMdCbqu_MYB9e1ITVkmQPDKYEQ&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__bit.ly_29IIZFm-3FelqTrackId-3D514ad2c947fc4306b5b91b88ccdf0c39-26elq-3Df7d140c8565943fba1cd749bd28750e0-26elqaid-3D1296-26elqat-3D1-26elqCampaignId-3D&d=DwMGaQ&c=UjmJbqZPMTat0o02F6csow&r=rQVSR21ox_KQldea-lfNx0WIoBydeO1Oy85Z2JkrEl4&m=bu1NpmstJCzmMbikYFxzG0uitK6FiyhW-ZS-JtFEAN8&s=8KZdP-WJvtLGJKW_iI68jg5jVnpqvqgoHbesX6JTXRs&e=
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