
ATTACK SURFACE MANAGEMENT
Systematically reduce your attack surface and filter out the noise 

In 2017, Optiv’s Attack and Penetration team conducted over 73,000 hours of 
offensive security services for clients across many industries. From those, we 
found that more than 75% of the vulnerabilities we were able to find and exploit 
were not identified by a vulnerability scanner. Despite the sophisticated third-
party vulnerability scanners we use as part of our pen testing engagements, this is 
of huge concern and quite disheartening news for enterprises investing heavily in 
vulnerability management platforms to help reduce their attack surface.

With the largest dedicated attack and penetration testing team in the world, 
Optiv can help address this widespread problem facing many enterprises today. 
Our Attack Surface Management program starts with an initial comprehensive 
“pen test” to establish a baseline, followed by a regular cadence of testing to keep 
your remediation progress on track. Each testing cycle provides visibility into the 
exploitable vulnerabilities that still need remediation and any new ones created 
by new systems, services, or configuration changes made since the last cycle. This 
cadence provides a programmatic approach for reducing risk through regular 
status and trending information on the exploitable attack surface over time. 

SERVICE BRIEF ATTACK SURFACE MANAGEMENT

How Do We Do It?

ENGAGEMENT PLANNING: 
We work closely with your team to 
develop a customized plan with the 
appropriate stakeholders and process 
integrations.

DEDICATED OFFENSIVE 
SECURITY SPECIALIST: 
We assign a highly-experienced 
offensive security specialist to you, 
who orchestrates the Attack Surface 
Management (ASM ) program and 
provides monthly consultation.

COMPREHENSIVE  
PENETRATION TESTING:
Our attack specialists perform a 
comprehensive penetration test to 
establish a baseline and evaluate 
the entire attack surface to discover 
exploitable vulnerabilities. 

RECURRING ASM CYCLES: 
All identified exploitable vulnerabilities 
will be retested at defined intervals 
for trending analysis and tracking 
of remediation efforts. New systems 
and services in the environment will 
also be evaluated for new exploitable 
vulnerabilities.

ACTIONABLE  
NOISE-FREE RESULTS:
Following each comprehensive penetration 
test and recurring ASM cycles, we conduct 
a full debriefing with your organization 
to review a dashboard of exploitable 
vulnerabilities prioritized so you can focus 

attention on those that matter.

Overcoming Traditional Vulnerability Management Issues

Optiv helps clients reduce risk by enabling clients to filter through the noise created 
by traditional vulnerability scanners to find and remediate the threats that matter. 
We find the exploitable vulnerabilities  that can lead to a successful attack. 

PROBLEM:
Data show that large parts (75%) 
of exploitable attack surface is 
often undetected by automated 
scanning tools. 

SOLUTION:
We solve this with a regular 
cadence of pen testing to monitor 
your environment for exploitable 
vulnerabilities that scanners can’t 
find.

PROBLEM:
Clients leave critical 
vulnerabilities open because they 
don’t know which are severe and 
which are not.

SOLUTION:
We solve this by providing clients 
with a prioritized “Do Now” list 
of issues to fix by reporting the 
exploitable vulnerabilities that 
matter the most.

PROBLEM:
Data overload: Due to the nature 
of automated scanning and 
prioritization, IT operations teams 
are being buried in scanner data 
and tasked with remediating 
vulnerabilities that do not 
matter in timelines that are not 
achievable. 

SOLUTION:
Due to the heterogeneous nature 
of data sets used for vulnerability 
management (e.g. scanner data, 
CMDB, SCCM etc), effective and 
digestible reporting is a challenge. 



SERVICE BRIEF ATTACK SURFACE MANAGEMENT

Optiv is a market-leading provider of end-to-end cyber security solutions. We help clients plan, build and run 
successful cyber security programs that achieve business objectives through our depth and breadth of cyber security 
offerings, extensive capabilities and proven expertise in cyber security strategy, managed security services, incident 
response, risk and compliance, security consulting, training and support, integration and architecture services, and 
security technology. Optiv maintains premium partnerships with more than 350 of the leading security technology 
manufacturers. For more information, visit www.optiv.com or follow us at www.twitter.com/optiv, www.facebook.com/
optivinc and www.linkedin.com/company/optiv-inc.
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Partner With The Best Offensive Security Team in the Industry
We work closely with your team to design a program that aligns with your organization’s business 
goals, infrastructure, and requirements.

Eliminate the Noise!
We find, validate, and prioritize the exploitable vulnerabilities that scanners can’t detect, so your 
teams can focus on timely and effective remediation.

Simple, Clear Reporting
Our proven reporting standards are tuned to fit your organization’s specific requirements and 
provide insights through a debrief and presentation dashboard after each ASM cycle.

Customized to Fit Your Needs
For additional protection, ASM can be combined with social engineering, threat profiling, physical 
security testing, and/or compliance testing. 

 
Choose the Right Partner  
Optiv’s Attack and Pen team continues to earn accolades from clients across many 
industries with our proven methodology and innovative attack approach. We offer 
a wide variety of offensive security solutions from standard vulnerability scans to 
sophisticated, nation state-level breach assessments and simulations. As the largest 
commercial Attack and Pen team in the world, we have the skills and experience to 
validate the effectiveness of your layered security defenses so you know exactly what 
is working and what needs to change.

The Optiv Advantage

Optiv can help businesses in every 
industry connect information security 
policies, procedures and practices with 
business goals. Our security leadership 
experts, backed by our team of 
consultants, can provide the experience 
you need to take your program to the 
next level.

Expert Minds

Optiv’s security professionals are 
dedicated to helping you achieve 
results and realize value. Our team of 
1,000+ highly skilled client managers 
and security practitioners work hard 
to deliver superior results and cutting-
edge research to solve your complex, 
real-world security problems.

Leading Best Practices

Our knowledge of leading best 
practices helps Optiv formulate 
security recommendations tailored to 
meet your specific business objectives.

Client-First Culture

Optiv’s passion for security and our 
commitment to quality results means 
we focus on the right solutions to meet 
your specific needs.

Proven Methodologies

Optiv has developed proven 
methodologies to help ensure superior 
outcomes for your projects and 
programs.
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Largest 
Commercial 
A�ack and 

Pen Team in 
the World

50+
Custom developed, 

proprietary and 
open-source tools

10,000+
Employees’ 
personally 
identifiable 

information (PII) 
stolen per year 

10,000+
Vulnerabilities 

discovered per year

600+
Engagements 

per year totaling
73,000+

hours of 
penetration 

testing

600+
Hours per consultant 

for training, mentoring 
and research annually 

50,000,000
Credit cards 

compromised per year

50+
Dedicated 

penetration 
testers


