SERVICE BRIEF HEALTH CHECK

PROACTIVELY CONFIRM YOUR

SECURITY CONTROLS

Assess and Verify Your Systems

Keeping technology current and running at optimal levels can be a challenge

when faced with issues such as limited staffing, organizational expansion and
architectural changes. Optiv's Health Check service is a high-level technical

review that identifies vulnerabilities and configurations which may compromise
confidentiality, integrity or availability of information. We document our findings
with a list of vulnerabilities requiring remediation, including recommendations

to address issues and better integrate and leverage your technology. Even if your
systems installed years ago are working well today, a Health Check assessment helps
make sure you are not at risk of potential security threats, that issues are identified
before problems occur and that infrastructure documentation is current.

Proactive Health Checks help ensure your systems stay current and meet regulatory
standards. Monthly, quarterly and annual programs are available. For an additional
fee, consider Optiv's Optimization service to perform any tasks or remediation that

surfaces during your Health Check.

Optiv Provides Health Check Services in the

Following Technology Areas:
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Application and Endpoint Network and Situational
Data Solutions Solutions Mobility Solutions Awareness (SIEM)
« Application » Advanced « Firewall « SIEM Solutions
Performance Malware
» Network
« Compliance « Application
Control « [PS/IDS Network
«DLP
« Encryption « MDM/MAM
» Database
Protection « Endpoint Suites » Wireless
« Web Application « Host IPS
Firewalls
» Web and Email
Security

How Do We Do It?

o

PLANNING:

Optiv consultants conduct

a pre-project call to learn
about the business goals and

requirements.

REVIEW:

We review existing
documentation and determine
the organization’s current
infrastructure and security

requirements.

DOCUMENTATION:

We create thorough
documentation with a summary
of the current infrastructure,
issues requiring remediation,
recommendations to address
the issues and ways the
organization can better
integrate and leverage deployed

technologies.

PLAN FOR NEXT STEPS:

With our Optimization service,
we configure and remediate
any issues found according to
industry, vendor and Optiv best
practices.



SERVICE BRIEF HEALTH CHECK

Benefits of Optiv’'s Health The Optiv Advantage:
CheCk SerVice Optiv can help businesses in every

industry connect information security

policies, procedures and practices with
Identify Security Gaps: business goals. Our security leadership
Know your weaknesses so you can remediate them prior to an incident. experts, backed by our team of

consultants, can provide the experience

. you need to take your program to the
Increase the Effectiveness of Your Team:

next level.
Project documentation and knowledge transfer help create product authorities
within your own team. B
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Leverage Leading Practices: m\% 1 Q

Gain the upper-hand with industry best practices to increase your security posture.
Expert Minds

Ability to Focus on Other Projects: Optiv's security professionals are
dedicated to helping you achieve

results and realize value. Our team of
1,000+ highly skilled client managers
and security practitioners work hard
Optiv provides Health Check and Optimization services for solutions from the to deliver superior results and cutting-
edge research to solve your complex,
real-world security problems.

Your staff can focus on bigger initiatives and don't need to be experts on specific
products.

following partners:

. Leading Best Practices
ht ICJ Check Point

< Hewlett Packard SOFTWARE TECHNOLOGIES LD Our knowledge of leading best

Enterprise company practices helps Optiv formulate
security recommendations tailored to
meet your specific business objectives.
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'An HP Company
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Client-first Culture

Optiv's passion for security and our
commitment to quality results means

: :#*LogRhythmr we focus on the right solutions to meet
I “A PE RVA The Security Intelligence Company Your SpeCiﬁC needs.

Proven Methodologies

. Optiv has developed proven
R S A methodologies to help ensure superior
outcomes for your projects and

programs.
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Optiv is a market-leading provider of end-to-end cyber security solutions. We help clients plan, build and run successful

cyber security programs that achieve business objectives through our depth and breadth of cyber security offerings,
O P T I V extensive capabilities and proven expertise in cyber security strategy, managed security services, incident response, risk
and compliance, security consulting, training and support, integration and architecture services, and security technology.
Optiv maintains premium partnerships with more than 350 of the leading security technology manufacturers. For more
information, visit www.optiv.com or follow us at www.twitter.com/optiv, www.facebook.com/optivinc

28 77 Siract, Sliio 1ol and www.linkedin.com/company/optiv-inc.

Denver, CO 80202

800.574.0896 | optiv.com




