
KEY ISSUE: 

Security outsourcing benefits 
grow and broaden, but also 
require diligent oversight 

Today’s security teams are increasingly challenged to mount 
a competent defense of the organization via prevention, 

detection, response and recovery activities. Large enterprises 

with security operations centers (SOCs), as well as smaller 

organizations without deep expertise, look to strategic 

security sourcing as a way to enhance their capabilities, but 

need to weigh the benefits against potential risks. 

The increased maturity and complexity of threats, scarcity of 
security talent and budgetary pressures all converge to force 
security teams to take advantage of efficiencies of scale by 
paying for specialists to handle of variety of security tasks. 1 2 3 4   

The potential benefits to strategically sourcing some or all of 
the security functions are compelling:

•  Access to specialized security technology and expertise.5

• Reduced costs (both CapEx and OpEx).

• Improved operational efficiency and service levels.6

• Capital preservation.

Yet organizations have long perceived the risks of 
outsourcing to be obstacles:

• Loss of control. 

• SLA limitations.

•  Concerns about confidentiality, integrity and availability, 
both on the part of the provider and any subcontractors.

CHALLENGES AND OPPORTUNITIES:

Trends toward increased 
strategic security sourcing 
provide context for risk/benefit 
analysis

Security is now seen as one of the areas with the greatest 
potential for improving service and reducing costs.7 Almost 30 
percent of companies choosing to strategically source security 
take a blended approach, outsourcing both operational 
and highly technical areas of security while retaining some 
key functions internally.8 One development that allows for 
increased use of security outsourcing is an increase in service 
provider acountability. Many managed security service 
providers (MSSPs) have well-known reputations. These 
providers track SLAs and have confidentiality agreements 

backed by law and insurance. 9 10
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Prime strategic sourcing candidates used to include tasks such 
as security monitoring, patching and firewall management, as 
well as identity and access management, application security 

and vulnerability scanning.11 The trend today goes beyond 

this: companies are looking to strategic sourcing as a means 

of enhancing internal security capabilities. 

How many companies can afford to build an internal malware 
reverse-engineering function? The cost, lack of expertise and 
potential threat to the network make this a prime candidate 
for working through a strategic partner with existing 
expertise.12 The same goes for advanced security functions 
like hunting for threats and forensic capabilities. These 
functions can be done more effectively by a provider that has 
broad vision across many different types of companies and 

environments. 

•  Businesses expand their outsourcing activities related 

to network traffic analysis, network forensics, payload 

analysis and endpoint forensics, according to Gartner.13

An enterprise cannot outsource accountability. Strategic 
sourcing is rarely advised for governance, risk and compliance 
functions that are designed to manage these processes, 
no matter if they are provided internally or by strategic 
partnerships. Enterprises must ensure the service provider 
complies with legal, regulatory and industry requirements. 
Setting strict goals and establishing performance metrics are 
a part of an enterprise’s continued responsibility, regardless of 

the sourcing model utilized.14 15

THE PATH FORWARD:

Discuss security goals and 
understand current threats

EVALUATE NEED

Outsourcing needs should be evaluated by asking the 
following questions:

•  Can the security program scale to the level of the 

organization to keep from being a drag on productivity?

•  Does the enterprise want to own the required 

technologies, or just rent those technologies since the 

“best solution” continually changes?

•   Can the enterprise afford the type of operational 

expertise needed to face evolving threats?

For example, when considering strategically partnering for 
security operations, capabilities examined should primarily 
consist of security analysts organized to prevent, detect, 
respond and recover from cyber security incidents. Specific 
questions based on the above include: 16 17

•  Are experienced security operations staff available 
internally?

•  Are 24x7 security staff required? And if so, available 
internally? 

•  Is it possible to train and retain SOC personnel at the rate 
of growth needed to keep pace with broader business 
needs? 

•  Is it possible to balance size and visibility/agility 
internally, so the SOC can execute effectively? 

•  Is this a function that makes sense to own, or is it better 
to strategically source since leading practices and capacity 
needs seem to change quickly?

•  Is it possible to match the results of sourcing providers 
who collate and correlate information from potentially 
thousands of diverse sources, and perform highly 
complex operations such as hunting for a  
competitive price? 

If some level of strategic sourcing is called for, the next 
step is to refine what blend of services is required given an 
enterprise’s goals and internal capabilities. For example, 
specific capabilities to request from service providers could 
include:18

•  Improve security capabilities (forensic investigations, 
hunting activities, vulnerability management, security 
monitoring, identity and access management)

•  Enhance service levels (firewall management, VPN, 
patching, anti-DDoS)

•  Reduce costs (disaster recovery, log monitoring, anything 
that requires excess provisioning to handle peak loads)



MANAGE RISKS

Carefully consider the delivery model and service level 
agreements. Questions to ask the service provider could 
include:

•  What are the operational hand-off points, and who is 
responsible for defining accountability for these specific 
critical functions?

•  Will delivery be cloud-based, managed on-site equipment 
or a hybrid model?

•  How will the quality and cost of service be measured? 

•  Is there a proven ability to meet compliance 
requirements?

Contract negotiations will require a very clear definition 
of your needs, goals and SLAs, as well as validation 
requirements. Remember that accountability can never 
be outsourced, and contract negotiations will be the start 
of enforcing governance over the sourced processes. The 
contract should include specifics on the boundaries between 
the responsibilities of your staff and that of the strategic 
sourcing provider. 19

CALL TO ACTION

Clarity is required before engaging with a service provider 
about the desired end state of a strategic sourcing 
relationship. This clarity will drive the most valuable 
investment, and will allow an enterprise to develop oversight 
mechanisms that allow it to keep its finger on the pulse 
of delivery while receiving significant value from the 
relationship.  

The security landscape is too complex to manage in isolation. 
It is too expensive for most enterprises to develop the breadth 
of expertise needed internally. Defending against ever-
maturing security threats requires an economic model that 
can scale, and one where the suite of solutions are provided 
by an ecosystem of trusted service specialists. With a trusted 
partner and a credible oversight process, an enterprise can 
simultaneously expand capabilities and save money by 
tapping into this growing ecosystem.
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