At-a-Glance = Incident Response Readiness Assessment (IRRA)

Benefits of Working with Optiv

Become Proactive: Change your
security model from reactive

to proactive, and address any
outstanding deficiencies in

your response capability.

Expert Advice: Optiv's incident
management experts come from
a wide variety of backgrounds,
ranging from military and

law enforcement detectives to
malware reverse engineers.

Established Framework
Optiv's proven incident
management framework takes
a holistic approach to improve
your security posture.

Partnership Depth: Optiv's
wide-ranging technology
partnerships enhance our ability
to evaluate your environment
with the required expertise.

1125 17th Street, Suite 1700
Denver, CO 80202
800.574.0896
www.optiv.com
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Proactively Refresh Your Response Capabilities

Challenge

To stay in an optimal state of preparedness, it's important to refresh your
incident response readiness plan often. The challenge is keeping pace with
the ever changing cyber threatscape and adapting your security posture
accordingly. Whether or not you already have an incident response plan or
playbook in place, you need an objective viewpoint to assess your current
capabilities. Gaps in tools and technology are not always recognizable to
internal teams managing incidents. Finding a partner that takes a structured
approach built on years of experience in incident management and security
operations also takes time and effort, two things your organization is likely
unable to spare.

Solution

Optiv's team of incident management and security operations experts have
the experience required to review your current incident response program and
provide recommendations for improvement. Our on-site Incident Response
and Readiness Assessment (IRRA) Workshop will help ensure that your
incident response capability is measured against today's threatscape and
industry best practices. Using Optiv's programmatic incident management
framework, experts will review your maturity level, tools, technology and high
level governing documents, such as incident response plans or playbooks.
After the workshop, you'll receive a gap assessment and detailed roadmap with
recommended actions to improve your security posture.

Workshop Methodology

Assessment

‘@

Workshop
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On-site roundtable
discussion with
key information

security program
stakeholders to
determine the
existing incident
management
architecture.

Documents such
as existing IR plans
and/or playbooks
are reviewed against
Optiv's incident
management
framework to
determine maturity
level and gaps.

Optiv produces an
executive summary
report detailing
the key findings of
the workshop so
stakeholders can
begin to address
key gaps in their
program and
processes.
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